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   Definition

   
    An industrial control system is a general term used to describe systems that are designed to monitor, oversee, manage, and/or support processes of critical infrastructure.

   

  

 
 
  
   Introduction

   
    An industrial control system is a general term used to describe systems that are designed to monitor, oversee, manage, and/or support processes of critical infrastructure (i.e., “the physical and cyber systems and assets that are so vital to the United States that their incapacity or destruction would have a debilitating impact on our physical or economic security or public health or safety”; DHS n.d.). The United States has 16 designated critical infrastructure sectors (CISA n.d.): chemical; commercial; communications; critical manufacturing; dams; defense industrial base; emergency services; energy; financial services; food and agriculture; government facilities; healthcare and public health; information technology; nuclear reactors, materials, and waste; transportation systems; and water...
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