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Abstract. In this work, we first present general methods to construct
information rate-1 PKE that is KDM-secure with respect to block-
affine functions for any unbounded polynomial n. To achieve this, we
propose a new notion of extractor that satisfies reusability, homomor-
phic, and security against correlated-source attacks, and show how to
use this extractor to improve the information rate of the KDM-secure
PKE of Brakerski et al. (Eurocrypt 18). Then, we show how to amplify
KDM security from block-affine function class into general bounded size
circuits via a variant of the technique of Applebaum (Eurocrypt 11),
achieving better efficiency. Furthermore, we show how to generalize these
approaches to the IBE setting.

Additionally, our PKE and IBE schemes are also leakage resilient,
with leakage rates 1 — o(1) against a slightly smaller yet still general
class — block leakage functions. We can instantiate the required building
blocks from LWE or DDH.

1 Introduction

The classic notion of semantic security by Goldwasser and Micali [18] guaran-
tees security when the secret key is generated randomly and independently of the
message being encrypted. This notion however, is not sufficient in various scenar-
ios, e.g., [1,10,13,24]. To tackle this issue, [8,9] formally defined Key Dependent
Message (KDM) security, which requires Enc(pk, f(sk)) to be indistinguishable
from Enc(pk,0) for all f in a certain class. The setting can be generalized to n-
users, i.e., KDM(")—security, where security holds even when the attacker obtains
the encryption of f(skq, ..., sk,) under some user’s (public) key. The community
has established various theoretical feasibility results — we know how to construct
KDM(™_secure PKE for unbounded polynomial n from the LWE [5], DDH [9],
or LPN [5,16,23] assumption, for bounded polynomial n from QR/DCR assump-
tion [10], and for n =1 from CDH [12].
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On the other hand however, all the prior constructions have relatively small
information rate! even for the class of linear functions, resulting in very large
overhead in scenarios that require encrypting large data, e.g., storing large
encrypted files in the cloud, or streaming encrypted high-resolution movies over
the internet. To remove this limitation and enhance usability, it is necessary to
determine whether a low information rate is inherent for KDM security.

As folklore, this issue (low information rate) can be solved easily for reg-
ular PKE, as one can always achieve rate 1 — o(1) by using the technique of
hybrid encryption (the KEM-DEM paradigm). It is however, not clear whether
KDM security can be preserved under a general hybrid encryption [22]. This
direction has remained an important open problem (ref. [9,10]). Therefore, we
ask:

Main Question: Can we construct a KDM(™_secure PKE with better
information rate, e.g. 1 — o(1), even for n = 1 and linear functions?

1.1 Owur Contributions

This work answers the main question and makes the following contributions:

Contribution 1. We show how to construct a KDM™®-secure PKE with informa-
tion rate 1 —o(1) with respect to block-affine functions, a slightly more restricted
class than that of bit-affine functions. To achieve this, we first propose a new
primitive — reusable homomorphic extractor against correlated-source attacks,
and instantiate it based on DDH or LWE. Next, we show how to use this primi-
tive to improve the approach of Batch Encryption (BE) [12], which was used to
derive KDMM)-secure PKE (albeit low information rates.)

Particularly, we identify that BE implies a weak hash proof system (wHPS)
with important additional properties. Then we show that our new extractor can
be integrated with such a wHPS to achieve KDM(l)—security with information
rate 1 — o(1). Our proof technique connects wHPS and the new reusable homo-
morphic extractor in a novel way, which deviates from the prior simulation app-
roach [5,7,9-12]. The new extractor and proof technique can be of independent
interest.

Contribution 2. We show how to upgrade the above approach to achieve
KDM™_secure PKE for unbounded polynomial n. Particularly, we identify the
technical barrier of the current BE-based approach [12], which inherently can
only achieve a bounded polynomial n. To tackle this, we construct an enhanced
variant of the current BE by adding a new reusable property. By using this
stronger BE as the underlying building block of wHPS, the scheme in Contri-
bution 1 can be proved KDM™_secure for any unbounded polynomial n. For
instantiations, we construct the required extractor and BE from DDH or LWE.
Thus, either of these assumptions implies KDM (™ _secure PKE with the optimal
information rate, i.e., 1 — o(1).

! Information rate is defined as the message-to-ciphertext ratio when one encrypts
sufficiently long plaintexts.
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Our design of KDM-PKE is quite modular, which might open a path for
further constructions from other assumptions, as long as we can construct the
required building blocks.

Contribution 3. We generalize the above approach in two directions. First, we
show that the class of block-affine function is still sufficient for KDM amplifica-
tion to the class of general bounded-sized circuits via a variant of the technique
in [4], even the class of block-affine functions is more restricted, i.e., it does
not contain all projection functions, so that the generic KDM amplification of
Applebaum [4] does not work. Thus, the affine function class is still sufficiently
general, and can yield more efficient constructions.

Second, we construct KDM™-secure IBE for unbounded n with the 1 — o(1)
information rate. The corresponding KDM function class here is slightly smaller
than the allowable KDM class for our PKE. We discuss this allowable class next.
Moreover, the required building blocks can be instantiated based on DDH in the
bilinear group or LWE.

In addition to KDM security, our PKE schemes (both DDH and LWE-based)
are leakage resilient. The leakage rate is optimal, i.e., 1 — o(1), against block
leakage, which is slightly smaller than the general leakage class?. The IBE schemes
are as well leakage resilient. For the same class of leakage functions, the IBE
leakage rate can achieve 1 — o(1) under LWE or DDH with respect to some
bilinear maps.

1.2 Technical Overview

In this section, we present a technical overview of our contributions. We start
with the construction of KDM®-secure PKE with information rate 1 — o(1).
To achieve this target, we first identify several new properties from (Identity-
based) weak Hash Proof Systems (wHPS) [2,21], Batch Encryption (BE) [12],
and randomness extractors [3], and then describe our new idea to integrate these
properties. Before describing our new insights, we first review the following two
important tools — wHPS and BE.

(Weak) Hash Proof System. A hash proof system can be described
as a key encapsulation mechanism that consists of four algorithms (Setup,
Encap, Encap®, Decap): (1) Setup generates a key pair (pk, sk), (2) Encap(pk) out-
puts a pair (CT,k) where k is a key encapsulated in a “valid” ciphertext CT,
(3) Encap®(pk) outputs an “invalid” ciphertext CT*, and (4) Decap(sk, CT) out-
puts a key k’. A (weak) hash proof system needs to satisfy the following three
properties:

— Correctness. For a valid ciphertext CT, the Decap algorithm always outputs
the encapsulated key k' such that k' = k, where (CT, k) & Encap(pk).

2 When the secret key is stored in blocks, a block leakage function can leak individual
blocks one after another, as long as the blocks still remain a block source.
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— Ciphertext Indistinguishability. Valid ciphertexts and invalid ciphertexts
are computationally indistinguishable, even given the secret key sk. This prop-
erty is essential for achieving leakage resilience and KDM security.

— Universal. The wHPS is (¢, w)-universal if given the public key pk and
an invalid ciphertext CT*, the decapsulated key length is ¢ and the condi-
tional min-entropy of the decapsulation of CT* is greater or equal to w, i.e.,
H(Decap(sk, CT™) | pk,CT*) > w. A wHPS only requires this property to

hold for a random invalid ciphertext, i.e. CT* & Encap®(pk), while a full-
fledged HPS requires it to hold for any invalid ciphertext.

We note that wHPS has been used to achieve leakage resilience (LR) in prior
work [2,25]. Homomorphic wHPS has been used to achieve KDM™M-security [27].
It was not clear whether wHPS can be used to achieve KDI\/I(l)—security with the
optimal information rate.

Batch Encryption [12]. A Batch Encryption (BE) consists of four algorithms:
(Setup, KeyGen, Enc, Dec). The secret key is a vector @ € Z% for B,n € N. The
Setup algorithm simply outputs a random common reference string CRS, and
KeyGen(CRS, x) is a projection function that outputs (a short) hash value h of
x and CRS. The encryption algorithm takes an n x B matrix M and (CRS, h)
as input, and outputs a ciphertext CT « Enc((CRS,h),M). The decryption
algorithm taking as input a ciphertext CT and a secret key @, can only recover
M; o,, i.e., the x;-th entry in the i-th row, for 1 < ¢ < n, while the other
entries remain hidden even given the secret key @. The work [12] showed that
BE can be instantiated from LWE, CDH, and LPN with the succinctness property,
i.e. the size of |h| depends only on the security parameter and can be set as
o(n). Using a succinct BE as a central building block, the work [12] constructed
a PKE that simultaneously achieves KDM(l)—security for affine functions and
leakage resilience with the optimal leakage rate, i.e., 1 — o(1).

Even though the above tools have been demonstrated powerful, there are
two common limitations for the current techniques — (1) KDM-security can be
achieved only for bounded users, and (2) the information rate is quite low, e.g.,

ﬁ. Next, we present our new insights to break these technical barriers.

Our New Insights

We start with a simple observation that BE can be used to construct wHPS
with additional structures, which are critical in achieving KDM-security. Then
we introduce our new variant of random extractor, and sketch its instantiations
from DDH and LWE. With all these preparations, we show our new ideas to
achieve KDM security.

wHPS from BE. We can construct a wHPS from BE in the following simple
way. wHPS.sk is a random = € Z';, and wHPS.pk = (CRS, h) where CRS, h are
generated according to the underlying BE. The valid encapsulation algorithm
wHPS.Encap just samples a random vector k = (kq, ..., kn)—r € 7% as the encap-
sulated key and generates the ciphertext by BE.Enc(M), where the i-th row of M
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is set as (k;, ki, ..., k;) for i € [n]. On the other hand, the invalid encapsulation
algorithm wHPS.Encap™ generates an invalid ciphertext CT* « BE.Enc(M) by
first sampling a random vector k" = (k,...,k’)" and then setting the i-th row
of M as (k} + 0,k +1,...,k; + B—1) for i € [n]. Moreover, the decapsulation
algorithm wHPS.Decap simply outputs the decryption result of BE.Dec(x, CT).

It is not hard to show that this construction is an (nlog B,nlog B — |h|)-
universal wHPS, which can be used to achieve a LR-PKE that tolerates (nlog B —
|h| — k)-bit leakage by using a (k,¢)-extractor (ref. [2,25]).% Particularly, the
corresponding leakage resilient public-key encryption scheme PKE; can be con-
structed as follows: PKE;.pk = wHPS.pk and PKE;.sk = wHPS.sk. To encrypt
a message m, the encryption algorithm first generates (CT, k) < wHPS.Encap
and samples r as the randomness of a strong randomness extractor Ext(-, -), and
then outputs (CT, 7, Ext(r, k) + m) as the ciphertext.

Generally, a plain extractor is not sufficient to derive KDM security for PKE;
in the above paradigm. Interestingly, this task is possible if we use our reusable
homomorphic extractor against correlated-source attacks, and the wHPS has
appropriate additional structures. Next, we describe the required extractor.

Our New Notion of Extractor and Constructions. We identify three prop-
erties of an extractor: (1) reusable, (2) homomorphic, and (3) secure against
correlated-source attacks.

Let Ext(r,s) be an extractor, where s is the source and r is the seed. A
reusable extractor requires that the same source s can be repeatedly extracted
by different seeds for any polynomially many times while maintaining pseudoran-
domness. That is, for any m = poly(\) and source s with sufficient entropy, we
have (ri,...,7m, Ext(ry,s),...,Ext(ry,s)) = (r1,...,7m,U1,...,Uny), where
each u; is uniformly random.* Previously, the work [3,14,25] showed that under
computational assumptions, e.g., DDH or LWE, the reusability can be achieved.

The extractor Ext(r, s) is (output) homomorphic with respect to a function
b if there exists a related function §’ such that Ext(r, s) + h(s) = Ext(b'(r), s).
Similar to the work of [27], we will use this homomorphic property in a critical
way to achieve KDM security.

We say the (reusable) extractor Ext(r, s) is secure against correlated-source
attacks if for functions (perhaps chosen adaptively by the attacker) in some
class F, such that for m = poly(\) and g1,...,gm € F, the extractor remains
pseudorandom as follows:®

(P1,y . oy Pmy Ext(r1,91(8))s - o, EXt (P, g (8))) &= (P, - oo s Piny Uty e v oy U ) -

3 The extractor can extract uniform string (up to statistical distance ¢) for any source
with min-entropy k.

* Clearly, this notion cannot be achieved unconditionally, as an information-theoretic
extractor requires (conditional) min-entropy from the source, which would be
exhausted after a bounded number of extractions.

5 Clearly, this notion is stronger than the reusable extractor, which can be viewed as a
special case where g;’s are all the identity function. Thus, this notion is only possible
under computational assumptions.
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Our notion of correlated-source attacks is similar to that of a recent work
by Goyal and Song [19], yet with the following major differences. First, the
security requirements are different. The work [19] considers information-theoretic
indistinguishability of one instance of extraction from the original source, even
given multiple extractions from the modified source, i.e.,

(r, Ext(r, 8),{ri, Ext(r;, 8:(8)) biem) =~ (r,u, {ri, Ext(ri, 9:(s)) }iem) -

In contrast, our notion requires that all instances of Ext(r;,g;(s)) remain
pseudorandom, which is a stronger requirement (in this aspect).

Second, the ranges of feasible function classes are different. Specifically, our
notion is too strong to achieve for the class of all functions. For example, if g; is
a constant function, then Ext(r;, g;(s)) becomes a fixed value given r;, and thus
cannot be pseudorandom. This indicates a necessary condition for feasibility that
the function must be entropy preserving. However, the notion in [19] is possible
to achieve even unconditionally for the class of all functions, as their challenge
instance is extracted from an unmodified source.

Third, to achieve information-theoretic extraction for all arbitrary input cor-
related functions, the number m of extraction samples given extra in the distri-
bution in [19] must be bounded inherently, and thus cannot be fully reusable.

Summing up the above analyses, we conclude that our security requirement
is stronger, resulting in a relatively smaller feasible function class. Moreover, our
notion requires reusability for an unbounded polynomial samples, and thus a
computational assumption is necessary.

Next, we discuss how to construct such an extractor that simultaneously
achieves all the three properties.

Construction Based on DDH. We start with a review of the existing DDH-
based reusable extractor. Let G be the DDH group of order ¢, r € G™ be seed, and
8 € Zy be source. The following function has been proved to be a reusable extrac-
tor in [3,25]: Ext(r, s) = [[;—, r;. Moreover, we notice the following two proper-
ties about this extractor: (1) it is output homomorphic with respect to functions
of the form by (s) =[]\, b;*, as Ext(r,s) -bp(s) = [\, (ri - b;)% = Ext(rob, s),
where o is the component-wise group multiplication; (2) the extractor remains
pseudorandom against the correlated source attacks with respect to linear shift
functions of the form g, (s) = s+wv. Due to the fact Ext(r, s+v) = [[[_, """ =
Ext(r, s)-Ext(r,v), we can simulate Ext(r, g, (s)) given (r, Ext(r, s)) and g,. Via
this simple reduction, the security of the reusable extractor directly translates
to the security against correlated-source attacks with respect to linear shifts.

At first, it seems that the existing construction already fulfills the three
required properties. However, when considering the application to KDM-secure
PKE, we notice an obstacle that this extractor is still not compatible with the
above mentioned framework of the weak hash proof system based on batch
encryption (BE). Below, we sketch the major reason for this incompatibility,
and discuss our solution in the following.

Particularly, the BE-based system requires that each component of the secret

vector comes from a polynomial-sized domain, i.e., s € S™ for |S| = poly(}\).
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However, the above construction has the domain G”, which is clearly too large, as
DDH assumption holds only when the order ¢ is super-polynomial. To tackle this
issue, one might set S = Z,, for some small p. However, for a subtle reason this
approach faces an additional technical difficulty. More specifically, due to the BE
feature, the linear shift should work in Z,, i.e., g»(s) = s +v mod p. However,
this equation might not hold for the above mentioned reduction on correlated-
source security, i.e., Ext(r, (s +v mod q)) = Ext(r, s) - Ext(r,v) # Ext(r, (s +v
mod p)). Thus, it is unclear whether we can achieve correlated-source security
against linear shifts (modulo p) by using the linearity of the extractor, which
essentially works only in modulo gq.

To solve this issue, we set S = Zs, and use another route of reduction that
avoids using the above linearity equation. Particularly, we show a way to trans-
form an instance of the form (r,z = Ext(r, s)) into (v, Ext(+’, (s + b mod 2)))
given b, without using the linearity of the extractor. Furthermore, via a reduction
from the reusability of the extractor, we can establish security against correlated-
source attacks for linear shifts in modulo 2. This would suffice to achieve KDM
security as we discuss later. More formally, the transformation works as follow:

~ Fori € [n], if b; = 0, set 7, = r; and 2/ = 1; otherwise for b; = 1, set 7} = r;

and 2} = r; t.
— Output (v',z - [, ).

We note that if b; = 0, then the term r;* would appear in z, or otherwise
rl-lfsi. With a simple check, our transformation is consistent with this fact. It is
not hard to formalize the security proof using this idea.

Construction Based on LWE. Next we look at the LWE-based reusable extrac-
tor [3]. Let ¢ > p > 1 be parameters, S be some small set over Z,, r € Zq be
seed, and s € S™ be source. The work [3,6] showed that Ext(r,s) = [(r, s)],
is a reusable extractor where [-| is some rounding function, and the number of
reusable samples can be any arbitrary polynomial if ¢/p = A1) For general
settings of parameters however, this extractor might not be output homomor-
phic, as linearity might not hold for rounding of inner products. Nevertheless,
we identify that if p|g, then the extractor is output homomorphic with respect
to linear functions (i.e. hp(s) = (b, s) mod p) by using the following equation:

[(r,8)]p+ (b,s) = [(r,s) + (a/p) (b, 8)|p = [(r + (¢/P)b, 5) | p.

Thus, we can set by (1) = r + (¢/p)b, achieving the desired property.

Next, we would like to show that the construction is secure against correlated-
source attacks for linear shifts. Similar to the DDH construction, we need to
tackle the issue that gp(s) and Ext(r,s) are working on different moduli. To
solve this issue, we first apply the same idea by setting S = Z%, and then
hopefully a similar reduction would work. However, this method does not work
in a straight-forward way as rounding breaks linearity. Let us consider a simple
case where b = (1,0,0,...,0)7, i.e., only b; = 1 and others 0. Then the reduction
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would need to simulate [r1(1—s1) 4+ > o 7isil, = [— 7“1 +rhs+ > > 718i ] ps
where 7} = —ry and 7} = r; for i = 2 ~ n. However, [—r] +7{s1+ > i o isi|p #
[—r)]p + [ris1 + X1 5 7isi|p in general, and thus the previous transformation
would break down.

To solve this, we use the proof technique of [6], who first switches the rounded
inner products into rounded LWE samples. Then we show that LWE is resilient
to correlated-source attacks for linear shifts, translating to security of the whole
construction. More specifically, we first switch [(r,s)], to [(r,s) + e|,. The
switch incurs a negligible statistical distance if ¢/p = XM which is required for
the reusability for an arbitrary polynomial samples anyway (under current proof
techniques). Then by using the above idea, we can easily show that samples
of the form (r,(s + b mod 2)) + e are computationally indistinguishable from
random samples, and therefore so are their rounded versions. This describes the
proof ideas.

KDMW_PKE with 1 — o(1) Rate via the Extractor

Achieving KDM(l)-Security. To illustrate our idea, we consider the case
where Ext is homomorphic with respect to linear functions and secure against
correlated-attacks with respect to linear shifts. Next, we identify three important
additional structures of wHPS from the above construction:

1. The secret key of wHPS (and PKE;) is just a vector & € Z; as the BE.

2. The decapsulation of an invalid ciphertext CT* has the following form:
Decap(x, CT*) = x + k', where k' € Z, is certain vector related to CT*.

3. Given k', the above CT* can be simulated faithfully.

Let b be some linear functions, and let us take a look at the equation of upon a
KDM query of an encryption of h(sk).

PKE;.Enc(h(sk))

=(CT,r,Ext(r, k) + h(x)) By Structure 1
=(CT, r, Ext(r, Decap(x, CT)) + h(x)) Correctness of wHPS
~(CT*,r, Ext(r, Decap(z, CT")) + h(x)) Ciphertext indistinguishability
=(CT*,r,Ext(r,z + k') + h(x)) By Structure 2
=(CT*,r,Ext(r,z’) + h(z' — K)) Change of variable
=(CT*,r,Ext(r,x’) + b(z') — h(k")) Linearity of
=(CT* r, Ext(f)( ), ') —h(k)) Homomorphism of Ext
=(CT*, 5" (r), Ext(r,x’) — h(k')) Change of variable
:(CT* “L(r),Ext(r,x + k") — (k")) Change of variable

Via a hybrid argument, we can switch all the adversary’s KDM queries to the
form in the last equation. However, as Ext(r,z + k') — h(k’) still depends on
the secret key @, we cannot follow the prior proof technique in [5,7,9-12], which
requires to simulate the KDM queries without using the secret key. To handle
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this, we observe that now the adversary’s view of his ) queries is of the form
{(CT7. 0,7 (), Ext(ry, @ + k) — h(k;))}ie[Q]. We can then leverage the security
of the extractor to switch these outputs of the extractor to uniformly random
strings at one shot. Since CT; can be generated given k| (the third additional
property of wHPS), and Ext is secure against correlated-source attacks (even
given k;’s), we can prove that {PKE;.Enc(h;(sk))};c(q) is indistinguishable from
random via a simple reduction from the required extractor. We refer the details
to Sect. 5.1.

Improving Information Rate. The information rate of the above scheme
is \CTIJ:W’ where w denotes the length of the output of extractor. In our
instantiations of the extractor, we have |CT| > |k|\ and |k| > w, and thus |CT]|
dominates the denominator, resulting in the ratio at most O(1/\). To improve
the rate, we use the same CT (encapsulation) and repeatedly extract from the
same source with different seeds when encrypting many different messages. That
is, we consider the following scheme PKE;, where PKE;.pk and PKE;.sk are the
same as the above PKE;. The encryption algorithm is modified as below:

PKEQ.EI’IC((ml, ma, ... ,mt))
= (CT, 7y, Ext(ry, k) + mqy,re, Ext(re, k) + mo, ... 7, Ext(ry, k) + my) .

By using the same proof idea of PKE;, we can show that suppose the reusable
extractor is homomorphic with respect to linear functions and secure against
correlated-source attacks, then the scheme PKEj is KDM™ _secure with respect
to affine functions. In this case, the information rate would be W,
approaching h‘lﬁ for sufficiently large t.

However, in our both LWE and DDH instantiations, w < |r|, and thus the
rate is still far from the optimal. To tackle this issue, we use a parallel repetition

of the source, i.e., let k = (ki,ka,...,kq), and define
Ext(r, k) = (Ext(r, k1), Ext(r, k2), ..., Ext(r, kq)) .

We can show that suppose k forms a block source, then the output of Ext)| will be
computationally indistinguishable from random. Moreover, Ext)| is as well homo-
morphic and secure against correlated-source attacks for appropriate classes. By
using Extj|, we can still derive kDM security, for a slightly weaker class of

block-affine functions. Now, the information rate would be %, approaching

Irl+
1 —0(1) by setting d such that |r| = o(wd).

Achieving Arbitrary Polynomial n

Next, we discuss how to upgrade the above framework to achieve KDM(™)-
security for an unbounded polynomial 7. Before presenting our approach, we
first abstract some important features from the above schemes PKE; and PKEy
— (1) the schemes are based on BE as the most underlying tool, and (2) they
have the following features: (a) the secret key is just a vector x, and (b) the
public key has the form (CRS, H(CRS, z)), where H denotes the projection func-
tion KeyGen(-,-) of BE in [12]. We call this type of schemes as BE-based public
key encryption scheme.
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Next we generalize the idea of [9], showing that if a BE-based scheme satisfies

certain key and ciphertext homomorphic properties, then one can prove KDM(™-
security from KDMM) by the following two steps: Let IT be a BE-based PKE.

1. First we define an intermediate scheme II™ that runs 7 times the encryption
algorithm of IT to encrypt the same message, with 7 distinct public parame-
ters but corresponding to the same secret key. Particularly, II™.sk = IT.sk =
x, and II".pk = (II.pky, ..., I1.pky), where II.pk; = (CRS;, h; = H(CRS;, z))
for all ¢ € [i]. The encryption algorithm works as follows:

II™.Enc(m) = (I1.Enc(pky, m), I1.Enc(pky, m), ..., II.Enc(pk,,m)).

2. Then we show, if IT" is KDM® _secure with respect to affine functions, then
IT is KDM™ _secure with respect to affine functions.

Thus, to show that PKE; is KDM ™ secure, it suffices to show that its interme-
diate scheme, i.e., PKE’;7 is KDM™ secure.

However, the current instantiation of the underlying BE [12] can only derive
KDM®) security of PKE} for a bounded polynomial 7. When 7 becomes too
large, PKE} may completely loses security. As each h; = H(CRS;, x) leaks some
small information of the secret x, thus the secret might have no entropy given too
many hashes in the pk,’s. Even worse, in the LWE-based instantiation of [12], one
can obtain @ given only n (the dimension of x) hashes of h;’s by simply solving
linear equations. This approach seems to hit an entropy barrier, inherently.

To tackle this challenge, we propose a new pseudorandom property of BE
(and BE-based PKE) by adding reusability to the projection function H. Par-
ticularly, the reusable property requires that the following two distributions
are indistinguishable, even in conjunction with the reusable extractor against
correlated-source attacks for any 7, m = poly(\):

({CRSi7 H(CRS;, ‘B)}z‘e[ﬁ] Ars, Ext(r,b; (w))}je[m]) e ({CRSiv ui}ie[ﬁ] ) {7“]', u;}je[m])

Conceptually, this would guarantee secrecy of @ even if the adversary can obtain
many hashes on the same x and samples from the reusable extractor (under
correlated-source attacks).

As a result, by using a BE with this reusable property as the underlying
building block of wHPS, we are able to show that PKE} is KDMW_secure for

any 7 = poly(\), implying that PKE; is KDM™ _secure for any 7 = poly(X).

New BE Constructions. To instantiate the required BE, we observe that
the CDH-based scheme in [12] as is, can achieve the reusability property if
DDH is further assumed. However, the LWE-based scheme becomes insecure
if n hashes are given to the adversaries as we stated before, where n is the
dimension of x. To solve this, we design a new projection function H’ that
makes a simple yet essential modification of the original H of [12]. Particularly,
H'(CRS, ) = H(CRS, z)+e, for some appropriate noise e. In this way, the distri-
bution (CRS,H'(CRS, «)) in this modified BE would be a sample of LWE, which
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is pseudorandom even when polynomially many samples are given, and can be
used in conjunction with the LWE-based reusable extractor. This enables us to
achieve KDM™_-PKE for any unbounded polynomial 7 with optimal information
rate with respect to affine functions.

Amplification. We first notice that the class of block-affine functions does
not contain all projection functions, so the generic technique of Applebaum [4]
does not apply to amplify the class. Nevertheless, we show that this class can
still be used to encode the labels of Garbled Circuits (a common realization of
randomized encoding), and thus we can amplify the class to be any bounded-
sized boolean circuits.

As our scheme can encrypt messages of an indefinite length, we are able to
further achieve KDM function class for (F,||Q7), where F; is the class of circuits
up to sized s, Q7 is the class of affine functions with 7-element outputs, and
(Fs]|Q7) denotes the concatenation of two classes, i.e., every function f in the
class can be represented by f = (h,q) for some h € F; and q € Q" such that
f(sk) = (h(sk)||q(sk)). For the parameter range T > s, our scheme achieves the
optimal information rate, i.e., 1 — o(1).

Upgrade to KDM-IBE

The above framework can be further generalized to construct IBE with KDM-
security and leakage resilience. Particularly, we design a new compiler that
uses an IB-wHPS to amply the on-the-fly KDM-security (a new notion) of PKE
into KDM-security of IBE, and simultaneously the resulting IBE achieves leak-
age resilience. This improves the compiler of [23], which might not be leakage
resilient.

Our compiler is straight-forward. Let IT be a BE-based PKE and IB-wHPS be
an identity-based wHPS that has additional structures: (1) the secret key
has the structure skiy = (,skigq), (2) IB-wHPS.Decap(skiq,CT*) = = + k,
and (3) given k, the above CT* can be simulated faithfully. (This is simi-
lar to the additional structures of our required wHPS above). Then we can
design an IBE.{Setup, KeyGen, Enc, Dec} as follows. IBE.{Setup, KeyGen} and
IBE.{mpk, msk,skiq} are the same as those of IB-wHPS. To encrypt a mes-
sage m with an id, IBE.Enc first generates an encapsulation (CTq,k) «
IB-wHPS.Encap(mpk, id), then generates pk = (CRS,H(CRS, k)) from the BE,
and then computes CTy « IT.Enc(pk,m). The resulting ciphertext would be
(CTl, pk, CTQ)

Next we present a simple case that demonstrates the key idea of our KDM-
security proof. Consider the simple case of only one KDM query, i.e., an encryp-
tion for some message f(skiq) = f(x,skiq ) (by Structure 2 of IB-wHPS) with
respect to some id. We can derive the following:
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IBE.Enc(f(z, skid,z ))
=(CT41,CRS,H(CRS, k),CT,)

~.(CT71, CRS, H(CRS, IB-wHPS.Decap(CT7)), CT2) Valid/Invalid Ciphertext

Indistinguishability

=(CT;,CRS,H(CRS, z + k'), CT2) By Structure 1
:(CT’{, CRS, H(CRS, z'), I1.Enc(CRS, H(CRS, z'),

f((x' — k'),skid,@/,k/)))) Change of Variable

:(cT;, CRS, H(CRS, '), I.Enc(CRS, H(CRS, :c'),g(w'))) (*) Explain Below

~e (CT’{,CR& H(CRS, z'), IT.Enc(CRS, H(CRS,w'),u)) KDM of IT

We observe that if f((z' — k'), sk(z_)) can be expressed as g(’) and the under-
lying IT is KDM-secure with respect to the function g, then the resulting IBE is
KDM-secure with respect to f. We further identify that the equation (*) holds
even if the master secret key msk of IB-wHPS is given. Thus, we can hardcode
msk and k" and randomness r into g and set the function as follow: Omsk k' r(2")
first computes skig g’ = IB-wHPS.KeyGen(msk, id, ' — k';r) and then outputs
fl(x' — k'),skid,(w/_kf)). We can instantiate I by using the above mentioned
schemes PKE; or PKE; and the bootstrapping technique of Applebaum [4]. In
this way, we can obtain a KDM-secure PKE with respect to the class of bounded
polynomial circuits, which includes the required g.

The above idea cannot be trivially extended to the general case where there
are many KDM queries. A simple reason is that pk needs to be generated on-
the-fly for each ciphertext. This does not match the traditional notion of KDM-
security for PKE. To handle this technical issue, we propose a new notion called
on-the-fly KDM-security, where there is no pk upfront, and the adversary receives
an on-the-fly pk = (CRS, H(CRS, «)) with respect to the same secret key @’ upon
each KDM query. By using this on-the-fly KDM-PKE with the IB-wHPS, we are
able to achieve KDM-IBE. Moreover, we can prove that the above PKEs satisfies
the on-the-fly notion. We refer details to full version.

2 Preliminaries

We use several standard mathematical notations, whose detailed descriptions are
deferred to the full version. In the full version we present the formal definitions
of KDM-security and leakage resilience. Below, we present the syntax of two
important tools — batch encryption and weak hash proof systems. Due to space
limit, we defer their detailed security properties to the full version.

Definition 2.1 (Batch Encryption in [12]). A batch encryption (BE) scheme
consists of the following four algorithms {Setup, KeyGen, Enc, Dec}:

~ Setup(1*,1™): The algorithm takes as input the security parameter \ and
key length n, and outputs a common reference string CRS which includes a
parameter B = B(\,n).
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— KeyGen(CRS, x): Given a common reference string CRS and the secret key
T € Z'% as input, the algorithm projects the secret key x to a public key h.

— Enc(CRS, h, M): Given a common reference string CRS, a public key h, and a
message matric M = (M; j)icin] jezs € Z%XB as input, the algorithm outputs
a ciphertext CT.

— Dec(CRS, x,CT): Given a common reference string CRS, a secret key x, and
a ciphertext CT as input, the algorithm outputs a message vector m' =

(Ml,mq )ie[n] .

Remark 2.2. Let ¢ denote the bit-length of the public key h. Then we notice
that given the public key pk, the conditional min-entropy of sk is Hs(sk|pk) =
Hoo(x|h) > nlog B —¢.

Definition 2.3 (Weak Hash Proof System in [21]). A weak hash proof sys-
tem (WHPS) with the encapsulated-key-space IC consists of four algorithms
wHPS.{Setup,Encap,Encap*,Decap} as follows. (We will omit wHPS when the
context is clear).

- Key generation. Setup(1*) takes a security parameter \ as input, and gen-
erates a pair of public key and secret key (pk, sk).

- Valid encapsulation. Encap(pk) takes a public key pk as input, and outputs
a valid ciphertext CT and its corresponding encapsulated key k € K.

— Invalid encapsulation. Encap*(pk) takes a public key pk as input, and out-
puts an invalid ciphertext CT".

— Decapsulation. Decap(sk,CT) takes as input a secret key sk and ciphertext
CT, and deterministically outputs k € K.

Additionally, we define the following function families that are useful for our
results on KDM security.

Definition 2.4 (Linear, Affine and Shift Functions). Let X',Y be some
additive groups. A function g : X — Y is linear if for every x,z’ € X, we have
gz +2') = g(x) + 9(2'); a function b : X — Y is affine if there exist a linear
function g : X — Y and a constant a € Y such that h(x) = g(z) + a for every
x € X. Moreover, a function s : X — X indexed by certain element x € X is
shift, if for every x,x’ € X, we have s,(z') =z + «'.

Definition 2.5. Let X,)Y be some additive groups. Given a class of linear
functions G = {g : X — YV}, we define a related class of affine functions
Gt ={g : X — V'} where each g’ € G' can be indexed by a constant vector
a = (ay,...,a;)" € Y and t functions in G, i.e., 91,92,...,9: € G, such that
for every x € X, g'(x) = (g1(2),92(2), ... 8:(2)) " +a = (g1(2) + a1, g2(x) +
ag, ..., g¢(x) +a;)"

Besides, if the underlying linear functions g € G is a block function, i.e., each
output component of g depends only on one block of its input, then the resulting
functions g’ € Gt are called block-affine function.
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3 Randomness Extractor and Its Variants

In this section, we first define a new variant of (computational) randomness
extractors, which serve as the most important tools of this paper. Then, we
instantiate the required extractors based on LWE or DDH, respectively.

3.1 Owur New Variant of Randomness Extractors

We require an extractor that is (1) reusable, (2) secure against correlated-source
attacks, and (3) homomorphic. We present their definitions below.

Definition 3.1 (Reusable Extractor in [3]). Let X, S,Y be efficient ensem-
bles parameterized by the security parameter A. An efficient function Ext :
X xS — Y is an (e, t)-reusable-extractor®, if for any correlated random variables
(s,aux) where s is over S and Hy(s|aux) > e, the following two distributions
are computationally (statistically) indistinguishable:

(aux, 71, ..., 7, Ext(ry, s),..., Ext(ry, 8)) & (aux, 71, ..., 7, U1, - .., Ug),

where the strings {r; & X} & Y} are sampled independently.

If e > tlog | Y|+ O(log(1/e)) for some £ = negl(\), we can construct an (e, t)-
reusable extractor information theoretically, e.g.,. Leftover hash lemma [15]. On
the other hand for e < tlog|Y| + O(log(1/¢)), it is still possible to construct
(e, t)-reusable extractor under appropriate computational assumptions, such as
DDH or LWE [3,25], for ¢ being a bounded or even any arbitrary polynomial
depending on the parameter settings.

Definition 3.2 (Reusable Extractor against Correlated-Source
Attacks). Let Ext : X xS§ — Y be some function, and F = {f : S — Y} be some
function class. We say Ext is an (e, t)-reusable extractor against correlated-source
attacks with respect to F, if for every random variables s,aux where s is over S
and Hoo(s|laux) > e, the following oracles, Os(-) and U(-), are computationally
indistinguishable given up to t queries:

- Os(+) : Take a function f € F as input, sample a fresh random r «— X, and
return (r, Ext(r,f(s))) upon each query.

- U(:) : Take a function §f € F as input, return a uniform sample (r,u) «—
(X,Y) upon each query.

Remark 3.3. The above Definition 3.2 can also be described in the indistin-
guishability form — for any correlated random variables (s,aux) such that s is over
S and H(slaux) > e, the following two distributions are computationally (sta-

tistically) indistinguishable: (aux, {m,Ext(r,;,fi(s))}ie[t]) & (aux, {m,ui}ie[t]),

where the strings {r; & Xlicw, {wi & V}iep are sampled independently, and
{fi € F}iepy are chosen (adaptively) by any PPT adversary A.

5 Here, ¢ denotes the number of times the weak source being reused.
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Clearly, an (e,t)-reusable extractor is also one against correlated-source
attacks with respect to the identity function.

Definition 3.4 (Homomorphic Extractor). Let Y be a group associated with
operation ‘o’ Ext : X x § — Y be an extractor following the syntax as in
Definition 3.1, and H = {b : S — Y} be some function class. We say that Ext
is homomorphic with respect to 'H, if for any function b € H, there exists an
invertible function b’ : X — X (efficiently computable given h) such that for any
x € X and s € S, we have Ext(x, s) o h(s) = Ext(h’(x), s).

3.2 Instantiations from LWE and DDH

Definition 3.5. For integers n and 0, we define the linear function class.

- SFsn = {8a 1 Z} — Z}} where each function s, is indexed by a vector
a € Z} such that 54 (x) = ¢ + a mod 9, for every x € Z.

Construction 3.6 (LWE-Based Extractor). Let X = Zy, S = Z3 and ) =

Z,, where p is a prime and p|lq. We define Ext : ¥ x § — ) as:

Ext(a,s) = [(a,s) mod ¢4,

where a € X,s € S and |14, is defined as the definition of LWR in [6]. The

1Y _ logp

construction has ratio .
[X] 7 nloggq

Theorem 3.7. Let A be the security parameter, q,p,d, 3,0 be parameters such
that ¢ > pﬂ)\“’(l), B = oM and plg. Let x be some o-bounded distribution
over Zy, e > (d + £2(\))logq. Assuming the hardness of L\WEg 4, then Ext
n Construction 3.6 is an (e, £ = poly()\))-reusable extractor against correlated-
source attacks with respect to the function class SFa . Furthermore, this Ext is
homomorphic with respect to the function class G, ,, = {gp : Z — Zp}, where
each function gy is indeved by a vector b € Zy such that gp(x) = (b, x) mod p,
for every x € 7.

Due to space limit, we defer the detailed proof to the full version.

Construction 3.8 (DDH-Based Extractor). Let G be a group of prime order
¢, X=G",S§=7Z%, and Y =G. We define Ext : X xS — Y as:

Ext(a, s) Ha
I

where a € X, s € Z5. The construction has ratio = n

Theorem 3.9. Let \ be the security parameter, G be a group of prime order
q. Assuming that DDH is hard with respect to the group G and e > logq +
2log(1/e) where € € (0,1) is negligible, then Ext defined as Definition 3.8 is an
(e,t = poly(X))-reusable extractor against correlated-source attacks with respect
to the function class SFa . Furthermore, Ext is homomorphic with respect to
the function class G ,,, where each g € G, , is indexed by certain vector b € G",
i.e., gp(s) =[]y b;* for input s € Z3.

Due to space limit, we defer the detailed proof to the full version.
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4 wHPS and Its Instantiation from Batch Encryption

In this section, we first identify several new important structures of wHPS, and
then show an instantiation of the required wHPS from BE.

4.1 Additional Structure of wHPS

Definition 4.1 (wHPS with Additional Structures). We say that II is a
wHPS with additional structures, if the following conditions hold:

1. IT satisfies all conditions for a wHPS defined in Definition 2.3;

2. The secret key, sk, of II can be written as sk := (a,skq) € Z7, x {0,1}*, for
certain positive integers m,n € Z. In particular, skq € {0,1}* can be viewed
as an arbitrary bit string, but is related to the prefix vector a € Z7,.

3. The decapsulation of an invalid ciphertext, Decap(sk, CT"), can be written as
si/(a) = a+ k' mod m, where the a is the first part of the secrete key sk, and
k' € Zn is the index vector related to the invalid ciphertext CT™.

4. Given some k' € Z,, one can generate CT* such that Decap(sk, CT*) = s;/(a)
and the distribution of CT* is identical to that of Encap®(pk).

Remark 4.2. This additional structure can also be generalized to the notion
of IB-wHPS described in full version. In particular, for the case of skig =
(a,skq id) in the IB-wHPS, skq 4 is the output of an integrated algorithm
IB-wHPS.KeyGen(msk, id, a), where msk denotes the master secret key.

4.2 wHPS from BE

Construction 4.3 (Construction of wHPS from BE). Let IT = II.{Setup,
KeyGen, Enc, Dec} be a batch encryption scheme with the message space Z%XB,
the secret-key space Z'; and the projected public key size /. Then, we construct
a weak hash proof system HPS scheme Ilyups = Ilynps.{Setup, Encap, Encap™,

Decap} with the same ciphertext space as II and the encapsulated key space
K =7Z% as follows:

~ I mps.Setup(1*): The algorithm runs CRS & I1.Setup(1*,1™) for an integer
n € N, and then runs II.KeyGen(CRS, x) to generate h for a randomly chosen
vector x € Z%, . Finally, the algorithm outputs pk := (CRS, k) and sk := x.

— Iynps.Encap(pk): Given a public-key pk as input, the algorithm first chooses a
random vector k = (k1,...,k,)" € Z%, and set matriz M = (Mi j)iem),jezs
such that M; ; = k; for every i € [n|,j € Lg, i.e., all components in each row

of M are the same. Then the algorithm runs CT & IT.Enc(CRS, h,M), and
outputs CT and k as a valid ciphertext and its encapsulated key, respectively.
— Ilynps.Encap™(pk): Given a public-key pk as input, the algorithm chooses a
random vector k = (k1,...,ky)" € Z, and set matric M = (M ;)ic(n) jezs
such that M;; = k; +j mod B for every i € [n],j € Zg. (In this way,
every element in a row is different from the others in the same row.) Then

the algorithm runs CT* & II.Enc(CRS, h, M), and outputs CT* as an invalid
ciphertext.
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— ITynps.Decap(sk, CT): Given a ciphertext CT and a secret key sk := x as
input, the algorithm runs m’ = II.Dec(CRS,x,CT), and outputs m' as the
encapsulated key.

It is clear that this construction of wHPS satisfies the additional structures
in Definition4.1. Moreover, the secret key of wHPS does not have the second
part skq, which is one of our key points to prove the KDM security. Below we
present the formal theorem and its proof.

Theorem 4.4 (WHPS from BE). Suppose II is a semantically secure batch
encryption scheme with the message space Z%XB, the secret-key space Z'%
and the projected public key size 0. Then Construction 4.3 is an (nlog B, w)-
universal weak hash proof system with the encapsulated key space K = Z% and
w = nlog B — é, and has the additional structure as Definition 4.1.

Proof. According to the definition of a wHPS, we need to prove the following
three properties: correctness, universality and ciphertext indistinguishability.

Correctness. Correctness of this wHPS follows directly from the correctness of
the underlying BE.

Universality and the Additional Structure as Definition 4.1. Given the

public key pk and a random invalid ciphertext CT* & IT.Enc(CRS, h,M), we
have
ITnps.Decap(sk, CT*) = IIypps.Decap(z, CT*) = = + K/,

where k’ is the vector used to generate the invalid ciphertext. Clearly, this func-
tion is an efficiently computable and invertible permutation, i.e., the decryption
function can be written as the permutation s (z) = « + k'.

As this is an injective function of x (for any fixed k'), the
min-entropy of @ remains the same after applying this function, i.e.,
H.(Decap(sk, CT*)|(h,CT*)) = Hoo(x + K'|(h,CT*)) = Hoo(z|(h,CT*)). More-
over, we note that given h, CT" is independent of =, so H.(x|(h,CT*)) =
H (x|h). Therefore, we have

Hoo(x+E|(h, CT*)) = Huo(2|(h, CT*)) = Hoo(x|h) > Hoo () — |h| = nlog B—L.

It is also clear from the argument that the scheme I1,yps satisfies the addi-
tional structure as Definition 4.1, i.e. the secret key sk has the structure x € Z%,
and ITypps.Decap(sk,CT*) = = + k', where k' is a vector related to the invalid
ciphertext CT*.

Ciphertext Indistinguishability. Directly from the security of BE, we can
prove that the ciphertexts output by I1,ups.Encap(pk) and II,nps.Encap™(pk)
are computationally indistinguishable, even given the secret key x. a
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5 Generic Construction PKE from wHPS

In this section, we show that a weak hash proof system with the additional
structure as Definition 4.1 can be used to obtain a public-key encryption scheme
that is simultaneously leakage resilient and KDM secure.

Before presenting our generic construction, we introduce a useful definition
of block source, and a parallel repetition description of randomness extractor.

Definition 5.1 (Block Source [26]). A random variable S = (S1,...,Sm) is
a (e1,...,em) block source if for every si,...,8i—1, Sils,=5,,95=50,....8; _1=s;_, 1S
a e;-source. If ey = ea = -+ = e, =€, then we call S an m X e block source.

Definition 5.2 (Parallel Repetition of Extractor). For any input s =

($1,---,8m) € 8™ and an underlying extractor Ext : R x § — ), we use
Ext|(r,s) = (r, Ext(r,51),...,Ext(r, s;m)) to denote a parallel repetition of extrac-
tor.

Next, our generic construction of PKE can be derived from wHPS and Ext in the
following way.

Construction 5.3 (PKE from wHPS and Ext). Suppose that I.ups =
ITynps.{Setup, Encap, Encap™, Decap} is a wHPS with the secret key space and the
encapsulated key space being S = K = Z'% withn = n'-m, and Ext : RXZ%/ — M
is an (e, poly)-reusable extractor. Then, for any polynomial integer t, we define
a public-key encryption scheme Ipke = Ipke.{KeyGen, Enc, Dec} with message
space MEP*™ qs follows:

~ IIpke-KeyGen(1*): The algorithm runs (pkHW“PS,skHW“PS) & whps-Setup(17),
and then outputs pk := pkHWHPS and sk := skTwPs.

— Ipke-Enc(pk, p): Given a public-key pk and a message po = (fy,..., ;) €
MM g5 input with each p; € M™, the algorithm runs wHPS.Encap to
generate (CTo, k) & whps.Encap(pk) for k € Z%,. The algorithm interprets

ke (Zg)m, and then samples r; SR for j € [t]. Furthermore, the algorithm
computes and outputs CT = (CTy,CTy,...,CTy), where

CTj — (CTgl)’ CT§2)) = (rj, EXtH(Tj,k) + #j)» forje [t]

— ITpke.Dec(sk, CT): Given a ciphertext CT = (CTq,CTy,...,CT;) and a secret
key sk as input, the algorithm first computes k' = wHPS.Decap(sk, CTy), and
then outputs = (), ..., pu}), where

p = CT? — Exty (T, k).

Our construction achieves KDM security and leakage-resilience simultane-
ously. We summarize the results in the following theorem.
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Theorem 5.4. Assume that (1) Hunps is a (nlog B, w)-universal wHPS with
the secret key space and the encapsulated key space being S = K =Z%, n = mn/,
w=nlogB — 0, where { denotes the bit length of pk, and n’log B > I+ X\+e,
(2) Ilyups has the additional structures as Definition 4.1 and the secret key does
not have the additional string sky, (3) the extractor Ext : R x Z% — M is
an (e, poly)-reusable extractor, which is also homomorphic with respect to the
class of linear functions G : {g : Z%/ — M} and robust against correlated-source
attacks with respect to the class of the shift functions SFp s : {s: L — 77 }.
Then the above scheme Ilpkg s

e+0+X )

1. leakage-resilient against block leakage”, with block leakage rate (1 — W log B

per block.
2. KDMW _secure with respect to the block-affine function class Gt = {g’ : 7% —
M™XY as defined in Definition 2.5.
3. The information rate is %, where || denotes the bit description

length of its elements. As a result, for large enough t and m, we obtain rate-1
KDM-secure PKE scheme.

Remark 5.5. We note that any wHPS (without the additional structures) and
reusable extractor (without the homomorphic and robust property) already suffice
to prove leakage resilience, which detailed proof is deferred to full version due to
space limit. The extra properties will be used for deriving KDM security, which
will be formally presented in Sects. 5.1 and 6. In Sect. 3.2, we have presented
homomorphic extractors from DDH and LWE.

5.1 Proof of KDMM_security

In this section, we present the proof of the second part of Theorem 5.4. Our proof
takes the following high-level steps:

— We first define a modified encryption algorithm Enc’, and then switch the
responses of the KDM queries by using Enc’ instead of the real Enc. By a
hybrid argument, we argue that the adversary cannot distinguish whether he
is answered by Enc or Enc’.

— We next modify the KDM responses by using Enc”, which essentially gener-
ates random strings as the ciphertexts. We argue that this is indistinguishable
from the above case by the security of the reusable extractor robust against
correlated-source attacks with respect to the class of shift functions (ref.
Definition 2.4);

— Finally, we show that even given multiple KDM encryption queries, Enc” is
indistinguishable from Enc(0), implying KDM-security.

" Just as described in full version, block leakage means that each block of source
is leaked by an independent function and remain enough entropy conditioned on
leakage against other blocks.
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Below, we first define the modified encryption algorithm Enc’. On input a
public-key pk, a secret-key sk := & € Z} = (Zg)m and a function g’ € Gt,
where g’ can be indexed by a vector a = (a{ ,...,a; )" € M™*! and t functions
91,01 € G (vef. Definition 2.5), where for each j € [t], aj = (aj1,...,a;m)" €
M7 g = (851, 8j,m) With g;; : Z%' — M and [ € [m], the algorithm does
the following;:

1. Generate an invalid ciphertext CTj. By Property 4 in Definition 4.1, set @’ :=
Decap(sk, CT) = = + k’ for some k.

2. Compute t - m invertible functions {b1:}icim),---,>{b¢,1}iepm) such that
Ext)(r,s) + g;(s) = (Ext(r,s1),...,Ext(r,sm)) + (g;,1(51),- -, 8j,m(8m)) =
(Ext(h;,1(7),81), ..., Ext(b;m(r),sm)) for any j € [t], by the property of
homomorphic extractor (ref. Definition 3.4). Here, s is a block source, i.e.,
s=1(81,--+,8m)-

3. Then sample ¢ random seeds 71,...,7; € R for the extractor, and compute
zj = {Ext(bj,l(TjLw;) - gj,l(kg) + aj,l}le[m] for j € [t], where ' = (:B;)le[m]
and k/ = (kz)le[m]

4. Output the ciphertext CT": (CTg, 71,21, .., 74, 2t)-

!

Then, we define the other modified encryption algorithm Enc”:

1. Generate an invalid ciphertext CTg.

2. Then for each j € [t], sample 7; & R and 25 & M™,
3. Output the ciphertext CT": (CT§, 71, 21,..., 7, 2t).

Furthermore, we define a series of hybrids as follows:

— Hybrid Hy: This hybrid is identical to the original KDM queries case, i.e. the
responses of all the @ KDM queries are generated as the real encryptions of
the g’V (sk) for i € [Q].

— Hybrid Hg; for each ¢ € [Q]: Upon receiving the first ¢ KDM queries, this
hybrid uses Enc’ to reply and then generates the remaining KDM responses
according to the original encryption algorithm as Hy.

— Hybrid H;: This hybrid replies all KDM queries with Enc”.

— Hybrid Hs: This hybrid replies all KDM queries with Enc(0).

Let events &, &1, & denote that the KDM adversary A outputs 1 in Hg,
Hi, and Ha, respectively. Similarly, we define events &y ;. To show that Pr[&] ~
Pr[&2], we will take the following path:

Pri&o] = Pr[&p.1] = - - = Pr[&y.q] = Pr[&1] = Pr[&,].

We note that proving indistinguishability of H; and Hsy follows essentially the
same idea from proving its semantic security. This can be captured in the proof of
leakage resilience in the full version, so we just omit the proof to avoid repetition.
For notational convenience, we define Hq o := Hp.

Finally, we use the following three lemmas to accomplish the above mentioned
proof idea. Due to space limit, we defer the detailed proof to the full version.
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Lemma 5.6. Fori € [Q], |Pr[€.i—1] — Pr[é’o,iH < negl(\), assuming the cipher-
text indistinguishability of the underlying wHPS.

Lemma 5.7. |Pr[&.q] — Pri&1]| < negl()), assuming that (e, poly)-reusable
extractor is homomorphic with respect to the class of linear functions G : {g :
Zg — M} and robust against correlated-source attacks with respect to the class
of the shift functions SFp s : {s: L}y — T }.

Lemma 5.8. Fori € [Q], |Pr[€1] — Pr[&]| < negl(X), assuming the ciphertext
indistinguishability of the underlying wHPS.

Combining Lemmab.6, 5.7 and 5.8, we can conclude that the advantage
Adv,’f,;'éﬂ"()\) of A in the KDM security game satisfies that:

AQVEEON(N) < (Q +2) - negl(A) < negl(N).

This completes the proof that IIpkg in Construction 5.3 is KDM® _secure
with respect to G°.

6 Achieving KDM®)_security from KDM®-security

In this section, we show how to upgrade our Construction 5.3 to achieve KDM ™)
security for an unbounded polynomial .. To achieve this, we first define a more
general design paradigm called BE-based scheme, capturing several important
features of Construction5.3. Then we identify two homomorphic properties of
BE-based scheme, which only implies the KDM(ﬁ)—Security for bounded polyno-
mial 7. Finally, we define an additional pseudorandom property for BE-based
scheme, and prove KDM(ﬁ)-security for unbounded polynomial 7 with all these
properties.

6.1 BE-Based PKEand Its Two Key-Homomorphic Properties

Definition 6.1 (BE-based PKE). Let BE be a batch encryption as Defini-
tion 2.1. A BE-based PKE II is a public-key encryption scheme with the following
properties: (1) the secret key of II is a vector x € Z7 for some B,n € Z, as in
the scheme BE, (2) the public key is (CRS,H(CRS, x)), where CRS is generated
by BE.Setup, and H(-,-) = BE.KeyGen(:,) is the projection function of BE. In
this way, CRS is independent of the secret key.

Clearly, Construction 5.3 is BE-based PKE. Next, we identify two crucial key-
homomorphic properties on BE-based PKE schemes, which can be used to achieve
the KDM™_security.

Property 1: There is a deterministic algorithm 7; that takes as input a pair
(CRS,H(CRS, z)) and a vector k € Z%, and outputs (CRS',H(CRS',z + k)), i.e.,
7,1 (CRS,H(CRS, ), k) = (CRS',H(CRS, z + k)).
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Moreover, for any vectors «, k € Z and CRS & IT.Setup(1*,1™), the follow-
ing two distributions are identical (or statistically close):

(CRS,H(CRS,z + k), , k) = (7;(CRS,H(CRS, z), k), z, k) .

Property 2: There exists a deterministic algorithm 75 that takes a pair (CT, k)
as input and outputs a ciphertext CT’, i.e., 7o(CT, k) = CT’. Moreover, for any
message [t € M, vectors x,k € Z%, and CRS, the following distributions are
identical (or statistically close):

(CT1, 71 (CRS, H(CRS, z), k), 2, k) = (T2(CT, k), T, (CRS, H(CRS, z), k), ., k) ,

where CT « II.Enc(CRS,H(CRS, ), 1), and CT; « II.Enc(CRS,H(CRS, = +
k), ).

Remark 6.2. These two properties can also be defined for BE schemes. Fur-
thermore, if the underlying BE scheme has these two properties, Construction 5.3
would inherit these two properties, due to its designs of public key and ciphertext.

6.2 Intermediate Scheme IT”

Following the above mentioned BE-based PKE scheme I = II.{KeyGen,
Enc, Dec}, we define the following intermediate scheme IT™.

Construction 6.3 (Intermediate BE-based PKE IT™). Given a BE-based
PKE II = II.{KeyGen,Enc,Dec} with the message space M, we construct a
new scheme II™ = IT™ {KeyGen, Enc, Dec} with the same message space M as
follows:

~ II" KeyGen(1*,17): The algorithm does the following steps:

1. Take the security parameter A and an integer n € N as input, run
11.KeyGen for ni times to obtain CRS; & IT.KeyGen(1*,17) for 1 <i < n,
where all these CRS; contain the same size parameter B € Z.

2. Choose a random vector x < Z% to generates h; = H(CRS;, x) for 1 <
1< ny;

3. Output pk := (pk;)1<i<n and sk := x, where pk; = (CRS;, h;).

— II™.Enc(pk, ): Given a public-key pk and a message u € M as input, the

algorithm runs II.Enc for n times to generate CT; & IT.Enc(pk;, p) for 1 <
1 < f, and then outputs CT = (CTy,...,CTy) as the ciphertext of u € M.

— II™.Dec(sk, CT): Given a ciphertext CT = (CTy,...,CTy) and a secret key sk
as input, the algorithm runs I1.Dec to generate i/ = II.Dec(sk, CT;) for some
i € [A], and then output 1’ as a plaintext for CT.

We note that the correctness of the scheme II" follows clearly from that of IT.
Next we present a KDM-security reduction between IT and IT".
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Theorem 6.4 (KDM™-security of IT). Suppose that (1) a BE-based PKE
scheme II satisfies Properties 1 and 2 in Sect. 6.1, and (2) the intermediate
scheme IT™ in Definition 6.3 is KDM(l)—security with respect to the class G =
{g: SK — M} of all affine (resp., block-affine) functions from SK to M. Then
IT is KDM® _secure with respect to the class F = {f : SK™ — M} of all affine
(resp., block-affine) functions from SK™ to M.

Due to the limitation of space, the detailed proof is deferred to the full version.

Remark 6.5. Our construction can support more general relationship between
F and G. Particularly, the theorem also holds for the following relation. For
every k1, ..., kn and h € F, we have gk, .. k,(x) :==h(x+k1,...,x+ks) €G.

6.3 Proving KDM®)-Security of IT"

In this section, we first define the required new pseudorandom property, and
then show how it derives KDMY)-security of 7, Bxe for unbounded polynomial 7.
In the next section, we show how to construct such an underlying BE.

Definition 6.6. Let Ext : R x Z% — M be some (reusable) extractor. A BE-
based PKE satisfies an additional pseudorandom property if the following holds.
For any polynomial n = poly(X\), the following two distributions are computa-
tionally indistinguishable:

CRSy,-- ,CRS;
<( hll . )7{7%',E><t(n7w+ki)}i€[t]>

 ((CRS1,--- CRSZ\
~ec w1, o, Un 7{T“ui}i6[t]

where {CRS; }ic[n), {witieln) and {u}}icm are uniformly random, x & Z%, and
h; = H(CRS;, ) for all i € [7).

Theorem 6.7. Let Ilpke be the BE-based scheme as Construction 5.3. Suppose
the underlying BE satisfies the pseudorandom property as Definition 6.6. Then
for any polynomial n, the intermediate scheme IIfg is KDM®) _secure with
respect to all block-affine functions.

The proof of this theorem is similar to that of Theorem 5.4. Particularly, we
would switch all the real KDM responses to Enc’ as in the Hybrid Hg g, and
then use the reusable extractor (against shift functions) to further switch the
responses to Enc” as in the Hybrid H;. The key observation is the following:
H(CRS, ) does not leak @ in the computational sense and can be used in connec-
tion with the extractor. Thus, the same argument of Theorem 5.4 goes through
in this case.

Due to the limitation of space, we defer the detailed proof and the construc-
tions of the required BE to the full version.

Summing up Theorems 6.4, 6.7 and the instantiations of the required BE in
full version, we conclude that for any polynomial 77, Construction 5.3 is KDM(™-
secure with respect to block-affine functions.
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7 Putting Things Together

By instantiating Construction 5.3 with (1) the specific reusable extractor from
LWE in Construction 3.6 and (2) the LWE-based BE in full version. we are able
to achieve the following corollary via Theorems 6.4, 6.7.

Corollary 7.1. Assuming that LWE is hard, there exists a rate-1 (both infor-
mation and leakage rates) PKE that is leakage resilient against block leakage and
KDM™ _secure w.r.t. block-affine functions for any unbounded polynomial 7.

Similarly, by instantiating Construction 5.3 with (1) the specific reusable extrac-
tor from DDH in Construction 3.8 and (2) the DDH-based BE in full version, we
are able to achieve the following corollary via Theorems 6.4, 6.7:

Corollary 7.2. Assuming that DDH is hard, there exists a rate-1 (both infor-
mation and leakage rates) PKE that is leakage resilient against block leakage and
KDM™ _secure w.r.t. block-affine functions for any unbounded polynomial 7.

We notice that the overall construction of the DDH-based scheme resembles
a modification of the scheme of [9]. We do not present this variant. Instead, we
take a more modular approach by identifying a framework that suffices for KDM
security and can be instantiated from various assumptions.

Remark 7.3. The class of block affine functions is more restricted than the
regular (bit) affine class. In particular, each output component of a block affine
function can depend only on one block of the input, whereas the output of a bit
affine function can depend on every bit of the input. Nevertheless, this restricted
class already suffices for KDM amplification to any bounded-size functions, and
moreover allows constructions with better information rate. We discuss how to
amplify the function class in the following section.

8 Extensions

In this section, we further extend our above results in Sect.7 in two directions:
the first one is to enlarge the class of KDM functions via Garbled Circuits; the
second one is to generalize our results to the setting of IBE.

8.1 Garbled Circuits

In this section, we recall the key ingredient for the KDM amplification of Apple-
baum [4]: Garbled Circuits.

Definition 8.1 (Garbled Circuits [12]). A garbling scheme consists of three
algorithms (Garble, Eval, Sim) as follows:

~ Garble(1*,1™,1™,C) is a PPT algorithm that first takes as input X\, a circuit
C : {0,1}™ — {0,1}™ together with its input length n and output length
m, and then outputs a garbled circuit c along with labels {lab; p}icin) bef0,1}
where each label lab;;, € {0,1}7.
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~ Eval(1*, C L) s a deterministic algomthm that first takes as input a garbled

circuit C along with a set of n labels L= {labi}icn), and then outputs a
string y € ﬂO 1}m.

- Sim(1*,11€1,17 ) is a PPT algorithm that first takes as input X\ and a bit
description length of circuit C, an input length n and a string y € {0,1}™,

then outputs a simulated garbled circust C and labels L = {Iab Yiein)
Moreover, the garbling scheme needs to satisfy the following two properties.

1. Correctness. For any circuit C : {0,1}" — {0,1}™, any input z =
(Ti)iem) € {0 1}, and any (C,{lab;}) <« Garble(C), it holds Eval(C,L) =
C(z) where L = {lab; z, }ien.

2. Simulation Security. For any circuit C : {0,1}" — {0,1}™, any input
T = (Ti)iem) € {0,1}", the following two distributions are computational
indistinguishability:

{(C,L): (C,{lab;p}) < Garble(C), L = {labi,a, }icn}
~(C, L) (G, L) — Sim(11,11°L17, O ()}

8.2 Bootstrapping to Larger Classes of KDM Functions

We first present a bootstrapped variant of Construction 5.3 by using the tech-
nique of garbled circuits.® Then, we analyze the KDM-security and information
rate of this improved scheme.

Construction 8.2 (Amplification of Our KDM Security). Let II =
IT.{KeyGen, Enc, Dec} be the PKE of Construction 5.3 instantiated with param-
eter B = 2 such that its secret key size |sk| = n = n’ - m. And let GC =
GC.(Garble, Eval,Sim) be a garbled scheme, whose label size |lab; ;| is equiva-
lent to the bit length of element in M. Then, we_construct a new scheme

o =1I. {KeyGen, Enc, Dec} with the message space M = ME=n'+Dxm g fol-
lows:

- ﬁ KeyGen(1*): The algorithm gets (pk,sk) just as I1.KeyGen(1*).
- 11 Enc(pk, u): Given a public-key pk and a message p = {j1; j }icjt—n 1] j€lm]
€ MO'FDXm 4o nput, the algorithm first invokes (C L) —

GC.Sim(p1,1, - -, H1,m) with L= {lab; ; Yicn),je[m), and then runs IT1.Enc to
output the ciphertext

cT ;:((7, IT.Enc(pk, L, {Mw}ie[z,t—n’+11,je[1,m]))
:(é, CTo, 1, {Ext(r1, k1) + laby1,. .., Ext(r1, km) + labym},
o, {Ext(ras, k1) + by 1, .o Ext(rr, km) + labyy i b
Tt 1, {EXU (T 11, k1) 4+ 215 - - o, EXt(Prgr, Km) + fizm b
o {Ext(re, k)  pre—ns 1)1, - -5 EXt(re, ki) + M(t—n'+1),m})-
8 In [4], Applebaum leverages the abstract notion of randomized encoding to achieve

KDM amplification. Here, we directly amplify our scheme through using Garbled
Circuits, which is a well-known instantiation of randomized encoding.
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Here, we use {lab; j };cn/) to denote the garbled results of the j-th block of sk
for any j € [m].

— II.Dec(sk,CT): Given a ciphertext CT and a secret key sk as input,
the algorithm  first runs II.Dec to recover all {lab;;}icm jeim) and
{1} jYieit—n'41],jeim), and then runs GC.Dec(C, {lab; ;}) to get { ;}jcm)-
Finally, the algorithm outputs

'u/ — {M;j}iG[tfn’le],je[m] e Mt—n +1)xm

Remark 8.3. For simplicity of presentation, we have implicitly assumed that

lab; ;| = |[M]|. For the more general case such that |lab; ;| > |[M|, we can easily

handle through using many more elements in M to cover each lab; ;.

It is not hard to verify that the correctness of 1T follows from that of the under-
lying scheme II and garble scheme GC. Below, we first argue the KDM-security
of the scheme II, and then analyze its information rate. R

Before presenting the formal theorem about the KDM security of IT, we define
a particular KDM function class F = (F,||Q7) as follows.

Definition 8.4. Let F, be the class of functions of the secret key sk := x € Z'%,
where the circuit size of each function in Fs is up to s. Let Q7 denote the
block-affine function class {g' : Z, — MT*™}, which is defined similarly as in
Definition 2.5. Moreover, (Fs||Q7) denotes the concatenation of two classes, i.e.,

every function § in the class can be represented by f = (h,q) for some h € Fy
and q € Q7 such that f(sk) = (h(sk)||q(sk)).

Theorem 8.5. For the parameter setting in Construction 8.2, if I is KDMM)
secure with respect to Gt = {g' : Z% — M"™™} as defined in Definition 2.5,
and GC is a secure garbling scheme, then II is KDMW _secure with respect to

o~

F = (F||Q7) as defined in Definition 8.4.

Proof (Sketch). As pointed out by [4], we just need to focus on KDM reduction
from F; to the corresponding part of block-affine function class G, denoted by
gn’, i.e., Fs <kDM Q"I. Particularly, it suffices to show that block-affine functions
in G can encode any bounded size circuits of & € Z1, according to Applebaum’s
concepts on the KDM reduction in [4].

More specifically, suppose that A is the adversary against the KDM-security
of IT with respect to h € Fs, and C is the challenger for the KDM-security
of IT with respect to G". Then, through using A as a building block, we can
establish a reduction algorithm B to break the KDM-security of IT with the same
advantage as that of A.

In particular, after receiving a function h(-) € Fs of sk from A, B conducts
the followings

1. Choose 2n labels {lab; ; o, lab; ;1 }icn,jem]s With |sk| =n = n'-m.
2. For each j € [m],
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— Set a matrix A@ = (a{”,...,al?) of dimension (n’ x n’), where for
[ € [n'], the I-th component of al(]) is (lab; j,1 —lab; ;o) and all others are
0.

— Set a vector bY) = (labyj0,---, Iabnryj,o)-r of n’ dimension.

— Take (AUNT and bY) as the index of the j-th block-affine function
g;(sk;) = (AO)T . sk; + b9 where sk; € {0,1}" is the j-th block of sk.
Send the indexes of all m block-affine functions to C to conduct KDM query.
Receive the KDM ciphertexts {ct; ; }ic[n/,jem) from C.
5. Run the algorithm GC.Garble to obtain the garbled circuit C with respect to
the KDM query function h(-) from A.
6. Send CT := (5, {Cti,j}ie[n’],je[m]) to A.
7. Finally, B outputs whatever A outputs.

Ll

It is not hard to verify that ct; ; will be a encryption of lab; ;; for b := sk; ;.
Thus, the above reduction process is clearly set up. Finally, this theorem holds.
O

Remark 8.6. Although Theorem 8.5 just focuses on the case of KDM(l), the
above construction and analysis can be easily (though somewhat tedious) extended

to KDM™ for any polynomially unbounded n.

Finally, we focus on the information rate of the above construction. We remark
that for this amplified KDM function class F = (F,||Q7), the parameters t, s
and 7 should satisfy: 7 < t and s is the size of circuits amplified from block-affine
function with outputs (¢ — 7) vectors over M™.

By setting 7 > s, our scheme achieves the optimal information rate, i.e., 1 —
o(1). This is because although the additional garble circuit in the ciphertext and
the encryption of labels will increase the ciphertext length to certain bounded
size, we can use large enough 7 > s such that the last 7 part of ciphertext
dominates the whole information rate.

8.3 Upgrade to KDM-Secure and Leakage Resilient IBE

In this section, we present our general compiler to construct an IBE that is
both KDM-secure and leakage resilient. The compiler uses as key ingredients an
IB-wHPS (described in full version) with additional structure (ref. Remark4.2)
and an on-the-fly KDM-secure PKE (described in full version). Conceptually, this
general IBE scheme can be view as the hybrid encryption of the IB-wHPS and
PKE: to encrypt a message m, the IBE encryption algorithm first generates (1) a
pair of encapsulated key and ciphertext (CT, k) according to the IB-wHPS, and
then generates (2) a pair of session public-key and ciphertext according to the
PKE, i.e., pk = (CRS,H(CRS, k)) and Enc(pk,m), respectively, under the same
encapsulated key k. By connecting the two security properties in a novel way,
we are able to derive the desired IBE.
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Construction 8.7 (KDM-secure IBE). Let Iig.wups = Iig-whps.{Setup,
KeyGen, Encap, Encap™, Decap} be an IB-wHPS with the encapsulated key space K
and the identity space ID. Let Ilpkg = IIpke.{KeyGen, Enc, Dec} be a BE-based
PKE. Then, we construct an IBE scheme ITge = IIgg.{Setup, KeyGen, Enc, Dec}
for message space M as follows.

- H|BE.Setup(1)‘): The algorithm runs (mpkH'B’W“PS, mskH'B’W”PS) Kl I1\B-wHPS.-
Setup(1*), and then outputs mpk := mpk™&+#S nd msk := msk!TEwHes

— IT\ge.KeyGen(msk, id): Given a master secret-key msk and an identity id € ZD
as input, the algorithm runs IB-wHPS.KeyGen to generate and output skig :=

skildj'B'WHF’S & I\ whps-KeyGen(msk, id).
— ITige.Enc(mpk,id, u): Given a master public-key mpk, an identity id € ZD and
a message m € M as input, the algorithm does the following steps:
Generates (CT1, k) < IIig.whps.Encap(mpk, id);
Chooses an on-the-fly common reference string CRS for Ilpkg;
Computes CTo = IIpke.Enc(CRS, h, u) where h = H(CRS, k);
4. Outputs CT = (CTq, CRS, h, CT3) as the ciphertext of m under the identity
id.
— IT\ge.Dec(skiq, CT): Given a ciphertext CT = (CTq,CRS,h,CT2) and a secret
key skiq as input, the algorithm does the following steps:
1. Run Ilg.yups-Decap to generate K = H|B_WHp5.Decap(skid, CTy);
2. Output m’ = Ilpke.Dec(CRS, k', CTs).

Co do =

We sketch that the above construction can be proven to be a rate-1 (both
information and leakage rates) IBE that is leakage resilient against block leakage
and KDM(™_gecure w.r.t. a restricted block-function class for any polynomial
unbounded 7. Due to space limit, the corresponding formal theorem statement
and its detailed proof are deferred to the full version.
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