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Abstract. We consider the problem of verifiable and private delegation
of computation [Gennaro et al. CRYPTO’10] in which a client stores pri-
vate data on an untrusted server and asks the server to compute functions
over this data. In this scenario we aim to achieve three main properties:
the server should not learn information on inputs and outputs of the com-
putation (privacy), the server cannot return wrong results without being
caught (integrity), and the client can verify the correctness of the outputs
faster than running the computation (efficiency). A known paradigm to
solve this problem is to use a (non-private) verifiable computation (VC)
to prove correctness of a homomorphic encryption (HE) evaluation on
the ciphertexts. Despite the research advances in obtaining efficient VC
and HE, using these two primitives together in this paradigm is con-
cretely expensive. Recent work [Fiore et al. CCS’14, PKC’20] addressed
this problem by designing specialized VC solutions that however require
the HE scheme to work with very specific parameters; notably HE cipher-
texts must be over Z, for a large prime q.

In this work we propose a new solution that allows a flexible choice
of HE parameters, while staying modular (based on the paradigm com-
bining VC and HE) and efficient (the VC and the HE schemes are both
executed at their best efficiency). At the core of our new protocol are new
homomorphic hash functions for Galois rings. As an additional contri-
bution we extend our results to support non-deterministic computations
on encrypted data and an additional privacy property by which verifiers
do not learn information on the inputs of the computation.

1 Introduction

We address the problem of verifiable computation on encrypted data. This prob-
lem arises in situations where a client wants to compute some function over pri-
vate data on an untrusted machine (a cloud server for example) and is concerned
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about three issues. The first one is efficiency: the client wants to take advantage
of the machine’s computing power and to do many fewer operations than those
needed to execute the computation. The second one is privacy—the client wants
to keep the data hidden to the server—and the third one is integrity—the client
wants to ensure that the results provided by the untrusted machine are correct.

If the goal is to solve privacy (and efficiency), then fully homomorphic encryp-
tion (FHE) is the answer. With FHE the server can receive data encrypted and
compute any function on it. The first FHE scheme was proposed in 2009 by Gen-
try [Gen09], and since then we have several families of more efficient schemes,
e.g., [BV11,BGV12,FV12,CKKS17,GSW13,DM15, CGGI16,CGGI17].

If the goal is to solve integrity (and efficiency), then the problem is in
the scope of verifiable computation (VC) [GGP10]. In a nutshell, with a VC
protocol the server can produce a proof about the correctness of a com-
putation, and this proof can be checked by the client faster than recom-
puting the function. As of today, there exist several solutions to this prob-
lem based on different approaches, such as doubly-efficient interactive proofs
[GKRO08], FHE and garbled circuits [GGP10], functional/attribute-based encryp-
tion [PRV12,GKP+13], and succinct (interactive and non-interactive) argu-
ments for NP, e.g., [Kil92, GGPR13,AHIV17, WTs+18 BCR+19].

When it comes to solving both privacy and integrity (while retaining effi-
ciency), there exist fewer solutions. Gennaro et al. [GGP10] proposed a VC
scheme with privacy based on combining garbled circuits and FHE, and Gold-
wasser et al. [GKP+13] proposed a VC scheme with privacy of inputs (but not
outputs) based on succinct single-key functional encryption. Unfortunately, the
concrete efficiency of these two solutions is not satisfactory, e.g. [GGP10] require
the full FHE power, and [GKP+13] needs attribute-based encryption for expres-
sive predicates and works for functions with single-bit outputs.

A third approach is that of Fiore et al. [FGP14] who proposed a generic
construction of VC with privacy, obtained by combining an FHE scheme and
a VC scheme: the basic idea is to use VC to prove the correctness of the FHE
evaluations on ciphertexts. Efficiency-wise this approach is promising as it tries
to reconcile the best of the two lines of work that individually address privacy
(FHE) and integrity (VC) and that have advanced significantly in terms of effi-
ciency.

The Efficiency Challenges of Proving Correctness of FHE Evalua-
tion. The instantiation of [FGP14] generic construction still faces two challenges
related to efficiency:

1. When executing a function g, the VC scheme must prove the FHE evaluation
of g, whose representation is typically much larger than g, as it acts over FHE
ciphertexts.

2. The FHE ciphertext space may not match the message space natively sup-
ported by the VC scheme. Although in theory this is not an issue for general-
purpose VCs, in practice it would require expensive conversions that can
significantly affect the cost of generating the VC proof. For example, many
succinct arguments work for arithmetic circuits over a field Z,, = Z/pZ where
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p is a large prime (e.g., the order of bilinear groups), whereas the FHE cipher-
text spaces may be polynomial rings Z,[X]/(f), f € Z4[X], where ¢ is not
necessarily a prime of exponential size (in the security parameter).

Fiore et al. [FGP14] proposed a concrete instantiation of their generic con-
struction that, though supporting only the evaluation of quadratic functions,
addresses both the two challenges above as follows. First, they use the HE scheme
from [BV11], where a ciphertext consists of two polynomials in Z,[X]/(f), and
“force it” to work with ¢ = p, where p is the prime order of bilinear groups used
by their VC scheme. Second, they reduce the dependency of their VC scheme on
the size of the ciphertexts (i.e., the degree dy of the polynomial f) via a tech-
nique called homomorphic hashing. When executing a function g on n inputs, a
strawman solution would require the VC to prove g’s homomorphic evaluation,
of size more than O(dy - |g|). By using homomorphic hashing, they can have
proofs generated in time O(dy - n + |g|). Essentially, the ciphertext size impacts
the cost of proof generation only on the number of inputs, which is unavoidable.

Recently, [FNP20] extended the approach of [FGP14] to support public ver-
ifiability and the evaluation of more than quadratic functions (still of constant
degree) via the use of specialized zkSNARKs for polynomial rings. However, the
scheme of [FNP20] still requires to instantiate the [BV11] HE scheme with a
specific ¢ order of the bilinear groups used by the zkSNARK.

To summarize, existing solutions [FGP14, FNP20] manage to avoid expensive
conversions and achieve efficient proof generation, but pay the price of imposing
specific values to the parameters of the HE scheme. This choice has several draw-
backs. One problem is the efficiency of the HE scheme: the size of the modulus
g mainly depends on the complexity of the computations to be supported (for
correctness) and there are many cases where it can be as small as 50-60 bits
and not necessarily a prime. Forcing it to be a prime of, say, 256 bits (because
of discrete log security in bilinear groups) not only makes it unreasonably larger
but also requires, due to security of the RingLWE problem, to increase the size
of the polynomial ring, i.e., the degree of f. Similarly, in cases where for HE cor-
rectness ¢ would be larger than 256 bits, then one must instantiate the bilinear
groups at a security level higher than necessary. So, all in all, the techniques of
[FGP14,FNP20] do not allow flexible choices of HE parameters.

1.1 Owur Contributions

In this paper we provide new VC schemes with privacy of inputs and outputs
that solve the two aforementioned efficiency challenges while staying modular
(based on VC and FHE used independently) and flexible (no need to tweak the
HE parameters).

Our VC schemes support HE computations of constant multiplicative depth,
offer public delegation and public verifiability, and are multi-function, i.e., one
can encode inputs with a function-independent key and delegate the execution
of multiple functions on these inputs (see [PRV12]). These features are similar
to those of the recent work [FNP20].
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In contrast to previous works [FGP14,FNP20], we can use the [BV11] some-
what homomorphic encryption scheme (where ciphertexts are in Z,[X]/(f))
instantiated with any choice of the ciphertext modulus q (Table1).! This flex-
ibility enables better and faster instantiations of the HE component than in
[FGP14,FNP20].

For instance, in applications where g can be of about 50 bits we can set
deg(f) = 21, which makes ciphertexts 40x shorter than using a 250-bits prime
q, which would require deg(f) = 2. Furthermore, the fact that our modulus
q does not have to be prime may lead to use optimized circuits and thus to
faster executions in practice (an example is the lowest-digit-removal polynomial
in [CH18], that has a lower degree for a modulus p® than for a close prime
modulus).

Table 1. Comparison of efficient VC schemes with privacy of inputs/outputs based on
homomorphic encryption.

Scheme | Delegation | Verification | Max degree | HE modulus ¢
[FGP14] | priv priv 2 Prime > 2*
[FNP20] | pub pub const Prime > 2*

Ours pub pub const Any

As a key technique to achieve flexibility and to gain efficiency by working
on smaller spaces, we define and construct new, more general, homomorphic
hash functions for Galois rings. Briefly speaking, these functions can compress a
ciphertext element from a polynomial ring Z,[X]/(f), where ¢ = p° for a prime
p and f is arbitrary, into a smaller Galois ring (i.e., a polynomial ring Z4[X]/(h)
such that h is monic and its reduction modulo p is irreducible in Z,[X]). Next,
thanks to the homomorphic property, we can use any VC scheme for proving
arithmetic circuits over Z,[X]/(h). As a concrete example, we show how to
use the efficient GKR protocol [GKROS8] for this task. In terms of efficiency,
h € Z4[X] is a polynomial whose degree governs the soundness of the proofs (we
need that 1/p?ed (h) js negligible) and is concretely smaller than the degree of f,
e.g., deg(h) can be between 24x (when p = 2) and 2! x (when p = ¢) smaller.

We stress that previous homomorphic hash functions from [FGP14,FNP20]
only map from Z,[X]/(f) to Z, and need g be a large prime. So they would not
allow flexible choices of parameters. Our constructions instead have no restriction
on ¢ and can fine-tune the output space according to the desired soundness.

At the core of our result is a technique to speed up the prover costs in
verifiable computation over polynomial rings. Given that polynomial rings are
common algebraic structures used in many lattice-based cryptographic schemes,
our methods and analysis might be easily reusable in other contexts different

! Precisely, our basic scheme in Sect. 3 works for a ¢ that is a prime power; in the full
version of this paper we generalize it to any (possibly composite) integer q.
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from FHE. As an example, in Sect. 3.2 we show how our technique can be
used to obtain a verifiable computation scheme for parallel, single-instruction
multiple-data (SIMD) computations where the proof generation costs are mini-
mally dependent on the number of parallel inputs.

Extensions for Non-deterministic Computations and Context-Hiding.
As an additional contribution, we generalize the notion of private VC to support
non-deterministic computations along with context-hiding.

In brief, supporting nondeterministic computations means to consider func-
tions of the form g(z,w) in which the untrusted worker receives an encryption
of the input z, holds an additional input w and can produce an encoding of
g(x,w). In this case, the security property becomes analogous to the one we have
in proof systems for NP, namely the untrusted worker can produce an encoding
y that is accepted only if there exists a w such that y = g(z,w). Nondeter-
minism is useful to handle more complex computations, such as ones that use
random coins, non-arithmetic operations (e.g., bit-decompositions) or (secret)
computation parameters. For instance, with this we can prove re-randomization
of ciphertexts, or evaluate polynomials with coefficients provided by the server.

To provide privacy against verifiers, we consider the notion of context hiding
of [FNP20], which guarantees that the verifier learns no information about the
input 2 beyond what can be inferred from the output y = g(«). In our work,
we extend context-hiding to the non-deterministic setting to ensure that the
verifier learns nothing about (z,w). This includes both verifiers that only receive
computation’s results, and those who generated the input and the corresponding
ciphertext/encoding (in which case z is already known).

Next, we extend our flexible VC constructions to support non-deterministic
computations and achieve context-hiding. In particular, we show a scheme that is
based on proving correctness of [BV11] HE evaluations and in which we address
the two efficiency challenges mentioned earlier using our homomorphic hashing
technique, thanks to which we keep the cost of proof generation O(dy - n +
lg]). To achieve context-hiding, however, instead of a verifiable computation for
arithmetic circuits over the Galois ring Z,[X]/(h), we use a commit-and-prove
succinct zero-knowledge argument for circuits over this Galois ring. The latter
could be instantiated by using existing schemes for Z, (recall p is the prime
such that ¢ = p®). The design of efficient ZK arguments that can directly and
efficiently handle Galois rings is an interesting open problem for future research.

1.2 Organization

In Sect. 2, we introduce notation and preliminary definitions. Section 3 presents
our generic VC scheme on encrypted data. In Sect. 4, we discuss an instantiation
of our VC scheme and present our homomorphic hash functions. In Sect. 5,
we further develop our scheme to handle nondeterministic computations with
context-hiding.
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2 Preliminary Definitions

In this section, we recall notation and basic definitions. Some of them are recalled
only informally; we refer to the full version for more formal definitions.

Notation. Let A € N be the security parameter. We say that a function F
is negligible in X\ and denote it by negl(A) if F(A) = o(A7¢) for all ¢ > 0. A
probability is said to be overwhelming if it is 1 — negl(A). Let D be a probability
distribution and S be a set. The notation 7 <~ D means that r is randomly

sampled from the distribution D, while r & S means that 7 is sampled uniformly
randomly from the set S. All adversaries A and entities (a prover P and a verifier
V) in this paper are probabilistic polynomial-time (PPT) Turing machines. In
this paper, a ring is always a commutative ring with a multiplicative identity 1.

2.1 Verifiable Computation

We recall the definition of a verifiable computation (VC) scheme [GGP10]. We
use the notion of Multi-Function VC scheme from [PRV12], with a slight modi-
fication to handle public delegatability and verifiability (we will simply call this
a VC scheme in the rest of this work). A multi-function VC scheme allows the
computation of several functions on a single input and satisfies an adaptive secu-
rity notion where the adversary can see many input encodings before choosing
the function (similarly as the definition of a Split Scheme in [FGP14]).

Definition 1 (Verifiable Computation). A verifiable computation scheme
VC consists of a tuple of algorithms (Setup, KeyGen,ProbGen, Compute,
Verify, Decode):

Setup(1*) — (PK, SK) : produces the public and private parameters that do not
depend on the functions to be evaluated.

KeyGenpy(g9) — (PKy, SK,) : produces a keypair for evaluating a specific func-
tion g.

ProbGenpg(x) — (04,72) : The problem generation algorithm uses the public
key PK to encode the input x as a value o, that is given to the server to
compute with, and a public value T, which is given to the verifier.

ComputePKg (04) — oy @ Using a public key for a function g and the encoded
input o, the server computes an encoded version o, of the function’s output
y=g(z).

VerifyPKg (T2, 0y) — acc : Using the public key for a function g, and a verification
token 7, for an input x, the verification algorithm converts the server’s output
oy into a bit acc. If acc =1 we say the client accepts (which means that o,
decodes to y = g(x) — see below), otherwise if acc = 0 we say the client
rejects.

Decodesk, sk, (0y) — y : using the secret keys, this algorithm decodes an output
encoding o, to some value y.
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Remark 1. In our definition we did not include PK among the inputs of Compute
and Verify; this can be done without loss of generality as in any scheme one can
include PK into PK,. Also, note that ProbGen takes only PK (and not PK,)
as an input; this highlights the fact that inputs can be encoded independently of
the functions g that will be executed on them. Finally, we could have included
S K among the inputs of KeyGen; in this case, however, one would partially lose
the public delegation property.

A VC scheme satisfies correctness, security, privacy, and outsourceability
whose definition is as follows:
Correctness. For any function g and input z,
(PK,SK) « Setup(1*)
VerifYPKg (T2, 0y) (PKg,SK,) < KeyGenpg(g)

=1
A Decodesk sk, (o) = g(x) (0, Tz) < ProbGenpg(x)
oy < Computepy (03)

Pr =1.

To define security and privacy, we first describe the following experiments:
Experiment Expxe”f Ve, A
(PK,SK) « Setup(1*); b {0,1};
(2, st) — AOkersen () (PE); (PK, SK) « Setup(1*);
(04, Tz) < ProbGenpg (z); (20,21, 5t) « AOKeca () (PK);
(9,6,) «— A%ecal) (st g, 7,); 0,1, )
acc — Verifypy (T, 5y);
if acc = 1 and Decodesk sk, (6y) # g()
output 1;
else output 0;

Priv

Experiment Exp,"*"[VC, g, A]

(00, 7) — ProbGenp (zs);
b — AOkersen()(st, 7y, 73):
if b= b output 1;

else output 0;

In the experiments above, Okeygen(g) is an oracle that can be called only once,
it runs PK, < KeyGenpy(g) and returns PK,. The one-time use of the oracle
is done for simplicity. Indeed, consider an experiment in which the adversary
is allowed to query this oracle multiple times: an adversary playing in such
an experiment can be reduced to one playing in the experiment above in a
straightforward way, as the KeyGen algorithm uses only a public key and thus
can be easily simulated. Similarly, this is why it is enough to give to the adversary
only one specific encoding using ProbGen.

Security. For any PPT adversary A, Pr[Expxerif [VC, A] = 1] < negl(A). Note
that this is an adaptive notion of security, as defined in [FGP14].

Privacy. For any PPT adversary A and for any function g,
g 1
Pr[Exp’"™ [VC,g,\] = 1] < 3 + negl(A).

Remark 2. Our definition of verifiable computation has public verifiability (any-
one can use Verify only with public keys and 7,.) and public delegatability (anyone
can run ProbGen and KeyGen). This immediately implies the notion of privacy
in the presence of verification queries given in [FGP14], namely the scheme stays
private even if the adversary learns whether its results are accepted or not.
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Outsourceability. For any z and any honestly produced oy, the time required
for ProbGenpg (), Verifypg (72, 0y), and Decodesk sk, (0y) is o(T) where T'is
the time required to compute g(x), i.e., it allows efficient problem generation
and verification followed by decoding.

The VC constructions we present in this paper are first built as public-coin
interactive protocols which can be made non-interactive using the Fiat-Shamir
heuristic. Therefore, we also consider interactive versions of Compute and Verify.
Also, our constructions work in a simpler model in which KeyGen only outputs
a public key without SK,.

2.2 Fully Homomorphic Encryption

We briefly recall the notion of (public-key) fully homomorphic encryption scheme
(FHE), which is a tuple of algorithms (FHE.ParamGen, FHE.KeyGen, FHE.Enc,
FHE.Dec, FHE.Eval) working as follows:

FHE.ParamGen(1?) : generates the public parameters (e.g., description of plain-
text space M, ciphertext space, key space, randomness distributions, etc.)
which are assumed input to all subsequent algorithms.

FHE.KeyGen(1*) — (pk, evk, dk) : outputs a public encryption key pk, a public
evaluation key evk, and a secret decryption key dk.

FHE.Encpk(m) — ¢ : encrypts a message m € M, and outputs ciphertext c.

FHE.Decgk(c) — m™* : decrypts a ciphertext ¢ into a plaintext m* € M.

FHE.Evalew(g,c1,...,¢n) — ¢* : Given the evaluation key evk, a circuit g :
M™ — M, and n ciphertexts ¢y, . .., ¢,, it computes an output ciphertext c*.

An FHE scheme should satisfy the usual notion of correctness and semantic
security. In addition, we say that FHE is compact if the ciphertext size is bounded
by some fixed polynomial in the security parameter, and is independent of the
size of the evaluated circuit or the number of inputs it takes. We refer to the full
version for the formal definitions.

In our work, we mainly consider SHE (a.k.a. somewhat homomorphic encryp-
tion), a restricted FHE notion that guarantees above-mentioned properties only
if the circuit g is of a bounded degree which is fixed a-priori in SHE.ParamGen.

2.3 Succinct Argument Systems

Let R be an NP relation. An argument system [1 for R comprises three algo-
rithms (M.Setup, P, V) working as follows:

H.Setup(l’\) — crs : outputs a common reference string crs.

P(crs, z,w) : given a statement x and a witness w, the prover interacts with the
verifier below.

V(crs, z) : given a statement x, the verifier outputs 0 (reject) or 1 (accept) after
interacting with the prover.
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We denote by (P(crs, z,w), V(crs, z))n = b, with b € {0, 1}, an execution between
P and V where b is V’s output at the end of the interaction. If V uses public
randomness only, M is said public-coin. I is said succinct if the protocol’s com-
munication is at most polylogarithmic in the witness size. An argument system
I satisfies the standard completeness and soundness properties (see full version
for the formal definitions).

3 Our VC Scheme - Generic Solution

In this section, we present our generic VC scheme for private verifiable compu-
tation. The high-level idea is to apply a succinct argument system on the image
of evaluation process (SHE.Evalew(g,c1,...,¢)) of SHE under a homomorphic
hash function.

3.1 Building Blocks and Assumptions

Our generic VC scheme consists of three building blocks: SHE, Homomorphic
Hash Functions, and a Succinct Argument System for deterministic polynomial-
time computations. We first describe the assumptions on each building block
necessary for the construction of the generic VC scheme. It will be shown, in
Sect. 4, that these assumptions can be met to provide an instantiation of the
VC scheme.

Notation. Let R = Z[X]/(f) denote a quotient polynomial ring with f €
Z[X], a monic polynomial of degree d;. For a positive integer ¢, R, := R/tR =

€

Z+[X]/(f). We use ¢ to denote a power of some prime p, i.e., ¢ = p°.

Somewhat Homomorphic Encryption. We assume that the ciphertext space
of given SHE is RY = (Zq[X]/(f))D where ¢ = p° is a power of prime p, and D
is a positive integer. We also assume that the evaluation algorithm SHE.Evaley
can be represented by an arithmetic circuit? over the ring R, (or RqD ).

Homomorphic Hash Functions. To gain efficiency in proving (and verifica-
tion), we exploit a homomorphic hash function defined by a ring homomorphism
H :Z,X]P — Dy to aring Dy. Let H be a family of hash functions { H} where
each H is as described above and the uniform sampling of H € H can be done
with a public-coin process. We assume that H, when the domain is restricted to
a subset D C Z,[X]P, is e-universal whose definition follows.

Definition 2 (e-Universal Hash Functions). 4 family H of hash functions
is e-universal if for all ¢,c’ € D such that ¢ # ¢, it holds that

Pr[H & H:H(c)=H() <e.

2 Tt is composed of gates performing addition or multiplication.
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We additionally assume that the set D in the above definition is large enough
so that all ciphertexts arising can be embedded into it.

Succinct Argument System. We assume a public-coin succinct argument sys-
tem [ that works for the relations represented by a (polynomial-size) arithmetic
circuit over the rings Dy for all H € H.

3.2 The Generic Scheme

We now give a description of the generic private VC scheme using the building
blocks and notation from Sect. 3.1. Our scheme follows the VC syntax from
Sect. 2.1, except for Compute and Verify that we describe as a public-coin inter-
active protocol for two main reasons. First, we make use of a succinct argument
system that can be interactive. Second, for security reasons, a homomorphic hash
function must be sampled uniformly at random, unpredictably by a prover, e.g., a
verifier samples and notifies a homomorphic hash function after a prover claimed
an output. Note that a non-interactive version of our VC can be obtained in the
random oracle model by applying the Fiat-Shamir transform.

In our VC scheme, a verifier V encrypts the input = (21, x2,...,2,) (with
SHE) and sends the encrypted inputs (¢;)j-; = (SHE.Enc(z;))i-, € (RP)" =
((Z4[X1/(f))P)™ to a prover P. We remark that P performs the homomor-
phic evaluation SHE.Evalew (g, c1, - . ., ¢,) without reduction modulo f, and then
proves this computation. Namely, P computes the function g : (R{]D V' — Zg[X 1P
(not R[) that describes SHE.Evaley (g, -) without reduction modulo f. In other
words, ¢ is such that:

g(c1y...ycn) mod f = SHE.Evalew(g, c1,...,cn) € R{;).

The VC scheme consists of a tuple of algorithms (Setup, KeyGen, ProbGen,
Compute, Verify, Decode) as follows.

Setup(1*) — (PK, SK):
— Run (pk, evk, sk) « SHE.KeyGen(1*) to generate keys for SHE.
— Set PK = (pk,evk) and SK = sk.
KeyGenpy(9) — (PKy, SKy):
— Run crs « M.Setup(1*) to generate the common reference string of I for
the circuit g : (RY)" — Z¢[X]P over the ciphertexts.
- Set PK, = (PK, §,crs) and SK, =
ProbGenpg () — (04, 2):
— Parse z as (z1,%2,...,2n).
— Run ¢; «— SHE.Encpi(x;) for i € {1,2,...,n} to get ciphertexts ¢, =
(c1,¢2,...,¢n) € (RqD)n.
— Set 0, = T, = .
(Computepy (04), Verifypg (72)): prover and verifier proceed as follows.
— Compute computes ¢, = §(c,) and sends it to Verify.

— Verify samples and sends a homomorphic hash function H & H.
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— Compute and Verify both compute v1 = H(c1),...,vn = H(cn), vy =

H(cy).
— Compute and Verify run the argument system (P(crs, g, V1, . %n:Vy)
V(crs, §,Y1, - - -3 Yns Vy))n in the roles of prover and verifier respectively.

This is for P to convince V that v, = (71, ...,vn) over the ring Dy.
— Let o, include ¢, and the transcript of the interactive argument.
— Let b be the bit returned by V. Verify accepts if and only if b = 1.
Decodegk (o) — y: Compute y = SHE.Decy(c, mod f).

Notice that if 1 is a k-round public-coin interactive protocol, then the VC
protocol described above is a (k + 1)-round public-coin protocol. By apply-
ing Fiat-Shamir to such a protocol, we obtain a non-interactive VC scheme
in which the random oracle is used to derive the homomorphic hash function
H and all the random challenges of V in . Then, Compute can be described
as a non-interactive algorithm that on input o, outputs o, = (¢,, 7) where 7
are all the messages of P, while Verify(r,,0,) is the algorithm that returns
the acceptance bit of the non-interactive verifier on the hashed inputs, i.e.,
V(PKy, H(c1),...,H(cy),H(cy)).

The application of Fiat-Shamir may incur a security loss, which mainly boils
down to its application to the k-round I protocol. As shown in [BCS16], if M
satisfies the notion of state-restoration soundness this loss is only polynomial in
the number of rounds. Notably, Canetti et al. [CCH+18] proved that the GKR
protocol (that we consider in Sect. 4 to instantiate I1) satisfies this property.

Remark 3 (On a variant using universal arguments). Note that, if  is a
preprocessing argument system with a wuniversal CRS (i.e., following the
notion in [CHM+20]), then one can modify our VC scheme as follows:
M.Setup can be executed in Setup (of VC scheme) and the universal CRS is
included in PK, while KeyGen would only run the deterministic preprocessing
crsg < Preprocess(CRS, g). The main benefit of this variant is that only the Setup
algorithm must be executed in a trusted manner.

The generic scheme satisfies the properties of VC scheme given that all the
building blocks satisfy the required properties.

Theorem 1. For given security parameter X, if we exploit a correct, compact,
and secure SHE scheme, an e-universal family of hash functions with e = negl()\),
and a complete succinct argument system N with soundness 6 = negl(\), then
our VC scheme is correct, secure, private and outsourceable.

Proof. We refer to the formal definition of VC scheme (Definition 1) in Sect. 2.1.
Our VC scheme is an interactive version of the generic private VC scheme from
[FGP14], with the difference that there is an interactive Verify algorithm that
uses homomorphic hashing. Therefore, we get the result as in [FGP14], except
for the security for which we give a detailed proof.

The correctness of our VC scheme follows from the correctness of SHE and
the completeness of the argument system [1.
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The privacy of our VC scheme follows from the semantic security of SHE:
if P could break the privacy of VC, it can run the VC scheme by itself on a
ciphertext SHE.Enc(zp) from the semantic security game of SHE then guess b
with non-negligible advantage.

The outsourceability follows from the compactness of SHE scheme and the
succinctness of the argument system [ that has verifier complexity o(S) where
S is the size of the circuit § (see next Lemma for a detailed complexity analysis).

For the security, we consider a slightly different version of the security exper-
iment Expxemf [VC, )] in Sect. 2.1, adapted to handle the case of protocols in
which Compute and Verify interact. Namely, instead of an adversary that directly
provides the result o,, we consider an adversary A that interacts with the chal-
lenger acting as an honest verifier, and .4 wins if the challenger accepts but the
transcript decodes to a wrong result.

Let x and g respectively be the input and function chosen by A in the game,
¢z be the encryption of x sent to A, ¢, be the result claimed by A in the first
round, and ¢, be the true result. We note y = g(x) (if ¢, does not encrypt y
then necessarily ¢, # ¢,). We now study the Verify algorithm: a homomorphic
hash function H € H is randomly sampled, either by V or by a random oracle
using A’s inputs and outputs, so that A cannot know it before sending ¢,. Thus,
if we denote by A the event {H(¢,) = H(cy)} and if H is a e-universal family
then Pr[Ale, # ¢,] < e. If H(¢y) # H(cy) then the only way left for A to
have V accept is to cheat when applying I with the false result H(¢é,). Let
B denote the event {N(V, A, H(c),H(é,),r) = 1}. If 1 has soundness ¢ then
Pr [BIAN (cy # éy)] <4.

The output bit b of the security game satisfies:

Prlb = 1] = Pr[(A U B) N (SHE.Dec(¢, mod f) # y)]
< Pr[(AUB)|cy # ¢
<Pr[B|AN (¢, # &,)] +Pr[Alc, # ¢&]
<d+e

This proves the result when € and J are negl(\). O

The required computational (or communication) cost of our VC scheme can
be easily derived from that of the argument system Il and the homomorphic
hash functions H.

Lemma 1. Let TQ,T\';', and C" respectively denote the time complexity of P,
that of V, and the communication cost in the argument system T, which will
be signified as, e.g., Th(g; R) when denoting the complexity of P (in M) for a
circuit g over a ring R. Then, for a circuit g with n inputs and 1 output, the time
complezity of Computepy (04), that of Verifypy (7:), and the communication
cost in the execution of (ComputePKq (Jm),VerifyPKq (12)), in our VC scheme
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(Theorem 1) is as follows:

Time [Computepyc (02)] : Ty + (n+1) - Trash + Tp(§; D)
Time [Verifypge (12)] : (n+1) - Trasn + T} (9; D)
Comm [(Computepy (02), Verifypye (72))] = [9(c)| + |H| + C"(§; Drr)

where § is the circuit corresponding to g over the ciphertext, Dy is the range
space (ring) of a hash function H € H, Ty and THqsn are the times for computing
g (without reduction modulo f) and for evaluating a homomorphic hash function,
respectively, |G(c)| is the size of the output ciphertext (from P), and |H| is the
size of a homomorphic hash function.

The proof of this lemma directly follows from the description of the VC
scheme. We remark that the complexity mainly depends on the ring Dy which
can be much smaller than the ciphertext space RY C Zy[X]P (see Sect. 4.3). It
makes our VC scheme show better efficiency (in both asymptotic and concrete
cost) than a naive VC (over the ciphertext space) without our homomorphic
hash functions (see Sect. 4.4 for detailed analysis).

Applications to VC for SIMD Computations. Besides the application to
HE computations, the use of e-universal family of homomorphic hash functions
can have broader applications in improving prover efficiency in VC over polyno-
mial rings, i.e., when proving and verifying the computations over a polynomial
ring. By combining this observation with the “packing” techniques of HE [SV14]
one can obtain a VC scheme for SIMD (single-instruction multiple-data) oper-
ations where the prover’s costs are less dependent on the number of (parallel)
inputs. A bit more in detail, with the packing techniques of [SV14] one can encode
a vector (v;); of m elements of Z; into a polynomial p € R, (such that dy > m)
in such a way that the result of computing §((p;);) over Ry := Z[X]/(f) can be
decoded to the vector (g((v;;:);)): over Z;. By using a homomorphic hash from
R; to Z¢[X]/(h) we can obtain a prover time which depends on |g| - dj, + dy, as
opposed to |§| & |g| - df.®> We remark that dj ~ log, A (when ¢ is prime) while
ds can be as large as the number of parallel inputs.

4 Instantiating Our VC Scheme

In this section, we provide concrete instantiations of the building blocks for
our generic scheme presented in the previous section. In particular, our novel
contributions are the constructions of two homomorphic hash functions. We also
give a detailed efficiency analysis with example parameters.

3 We assume that the cost of basic operation over a ring (Z:[X]/(h) or Z:[X]/(f))
depends on its degree (dy or dy) for simplicity.
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4.1 SHE - The BV Homomorphic Encryption Scheme

As an instantiation of SHE, we exploit the BV scheme [BV11] which allows homo-
morphic evaluation of circuits of limited multiplicative depth. The advantage of
the BV scheme for our purpose is that its homomorphic additions and multipli-
cations over ciphertexts are composed of arithmetic operations over R(’? only.*
As a result, this scheme can be easily combined with the homomorphic hash
functions (which will be described in the following subsection) defined in our
generic VC scheme.

Parameters. Let g and ¢ (t < ¢) be coprime integers, f € Z[X] be a monic poly-
nomial of degree dy, and R := Z[X]/(f). The plaintext space is R, := Z:[X]/(f),
and the ciphertext space is RY = (Z, [X]/(f))° where D(>2) bounds the total
degree of a multi-variate polynomial which can be evaluated on ciphertexts, i.e.,
products of at most D — 2 input ciphertexts are allowed.

Homomorphic Operations. A ciphertext ¢ = (¢g,¢1,...,¢p_1) € RqD is iden-
tified as a polynomial ¢(Y') € R4[Y] of degree at most D — 1 as follows:

D-1
i=0

Then, addition and multiplication of two ciphertexts ¢ = Enc(m), ¢’ = Enc(m/)
are defined, respectively, by the usual addition and multiplication in R,[Y]:

o coad(Y) :=c(Y)+ (YY), i€, Cadga :=(co +¢hyc1+ ¢}, ep1+p_q).
o conae(Y) = c(Y) - (Y), ie., Cmutt = (G0, C1,-..,¢p_1) where 310" ¢,V =
c(Y)-d(Y).

The correctness (Dec(caga) = m + m/, Dec(emuiy) = m - m') is guaranteed only
if the degree (in Y') of result ciphertext (cagq Or ¢mut) does not exceed D — 1.
We remark that a fresh ciphertext is of degree 1 (in Y), ie., ¢; = 0 for all
i > 2, and the correctness is guaranteed for the computation represented by a
(multivariate) polynomial of total degree at most D — 1.

We refer to the full version of this article for the description of other algo-
rithms (KeyGen, Enc, Dec) of BV scheme and the concrete conditions for the
correctness and security of BV scheme.

4.2 Argument System - The GKR Protocol over Rings

The GKR protocol [GKRO08] is a (public-coin) interactive proof system for arith-
metic circuits over a finite field. In [CCKP19], Chen et al. showed that the proto-
col can be generalized to handle arithmetic circuits over a finite ring. We exploit
this GKR protocol over rings [CCKP19] (with Fiat-Shamir) as our instantia-
tion of argument system, since it can efficiently prove and verify arithmetic of

* This is not the case in other schemes, e.g., BGV [BGV12] or FV [FV12] schemes
where multiplication of ciphertexts accompanies rounding or bitwise operations.
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rings® which constitutes the range Dy (Z,[X]/(h) or (Z4[X]/(h))P) of our hash
functions (Sect. 4.3).

One drawback of the GKR protocol is that the circuit (to be verified)
should be log-space uniform and be layered in low depth for efficient verifi-
cation. A line of work has shown that many computations of interest are in this
form [CMT12,Thal3] or can be converted to this form [WTs+18]. Therefore,
we (plausibly) assume that the given circuit is log-space uniform and that a
succinct description of the circuit can be found during the preprocessing phase
(e.g., KeyGen p - (g) finds such description for g and puts it into PK ;). We remark
that, in our instantiation, the circuit already has low depth to be supported by
the BV scheme.

In this section, we recall the definition of Galois rings, the Schwartz-Zippel
lemma for rings, and give a summary of the GKR protocol over rings. In the
full version of this article we add a detailed description of the GKR proto-
col [GKRO08,Thal3] and its generalization to rings [CCKP19]. In this section,
rings are commutative rings with multiplicative identity 1.

Galois Rings. Galois rings play a central role in the GKR protocol over rings
and in our instantiation of hash functions. Galois rings are a natural generaliza-
tion of Galois fields GF(p™) = Z,[X]/(f), and proofs of the following properties
of Galois rings can be found in [Wan03].

Definition 3 (Galois ring). A Galois ring is a ring of the form

Zpe[X1/(F)

where p is a prime number, e is a positive number, [ € Zy[X] is a monic
polynomial whose reduction modulo p is an irreducible polynomial in Z,[X].

We remark that a Galois ring Z,-[X]/(f) has many more invertible elements
than the base ring Ze:

Lemma 2 (Units of Galois ring). In a Galois ring Ry := Zye[X]/(f), the
set of units of Ry is R/\pRy, i.e., the elements which are not divisible by p. In
fact, we have a ring isomorphism Rq/pRy = def where dy is the degree of f.

Schwartz-Zippel Lemma for Rings. We now present the Schwartz-Zippel
lemma for rings, specifically, we focus on the case of Galois rings which is closely
related to our instantiation.

Definition 4 (Sampling set). Let R be a finite ring and A C R. We call A a
sampling set if

for all xz,y € A such that x # vy, x—y is invertible.

5 Usual argument systems deal mainly with arithmetic of a field, and it requires to
represent arithmetic of a ring by that of a field, resulting in substantial inefficiency.
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Lemma 3 (Schwartz-Zippel). Let R be a finite ring, and let A C R be a
sampling set. Let f : R* — R be an n-variate nonzero polynomial of total degree

D. Then D
Pr [f(x) = 0] < =

T— A" | ‘

Examples of Sampling Set. In a ring Z,- with p prime, A = {0,1,..,p—1}isa
maximal sampling set with cardinality p. In a Galois ring Z,.[X]/(f) where f is
a monic polynomial of degree dy, the set {ag+a; X +-- -—&-adf,lef_l | a; € A}
is a maximal sampling set with cardinality p®.

In the following, we borrow the result of [CCKP19], the generalized GKR
protocol on the circuit over Galois rings. The soundness of the protocol is guar-
anteed by the Schwartz-Zippel lemma (Lemma 3), thus it depends on the size
of sampling set, e.g., p? in the following.

Theorem 2 (GKR protocol over Galois rings [CCKP19]). Let R, =
Zpe[X]/(f) be a Galois ring where f is of degree dy. Let C' : Ry — Ry be
an arithmetic circuit over R, taking n inputs and outputting 1 output. Let C' be
of size (the number of arithmetic gates contained) S and depth d. Then, there
exists an interactive protocol (with public coins) for C' with perfect completeness

| . . .
and soundness 7d§fgs, which requires the same number of operations (over Ry)
P

for a prover and a verifier as the GKR protocol over a finite field (where the
required operations are over a finite field).

Efficiency of GKR Protocol. The latest refinement [XZZ+19] of the GKR
protocol reduced the prover’s cost to O(S). Since their technique can also be
adapted to the protocol over Galois rings (their technique only uses addition,
multiplication, and bookkeeping which are all available in arbitrary rings), the
complexity of our instantiation is also (75,7}, C™M)® = (O(S), O(n+ dlogS)7,
O(dlog S)). We remark that the space complexity of a verifier V can be O(log S)
only (without increasing other cost) and that the time complexity O(dlog S) of
V can be regarded as o(S) since d is a small constant in the usual utilization of
BV scheme.

4.3 Our Homomorphic Hash Functions Realizations

In this section, we present explicit constructions of two families of e-universal
homomorphic hash functions on some domain D C Z,[X 1P with ¢ = p® for a
prime p. Both of our hash function families, taking as input D polynomials of
Z4[X], are based on the map of modulo reduction by a polynomial h € Z,[X],

5 We refer to Lemma 1 for this notation.

" Here, we assume that the wiring predicate [CMT12] of the circuit is computable in
O(log S) complexity. Generally, if the circuit is log-space uniform, the cost of verifier
has an additional O(poly(log.S)) term.
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which is a natural generalization of the evaluation map (f € Z,[X] — f(r) € Z,)
exploited in the previous works [FGP14,FNP20]. The range of our hash function
families are (Z,[X]/(h))P or Z,[X]/(h) where h € Z4[X] is a monic polynomial
whose reduction modulo p is irreducible in Z,[X], i.e., Zq[X]/(h) is a Galois ring.

4.3.1 Homomorphic Hash Function - I. Single Hash
We first give the definition of our hash functions specifying the domain D.

Definition 5 (Single Hash Function). Let N, D be positive integers and ¢ =
p° for a prime p, and let D = {(2;)25," € Z,[X]|P : degx (z;) < N}. For a monic
polynomial h € Z4[X], the hash function Hy, on D is defined as follows.

Hy, : D C Zy[X|P — (Z4[X]/(h))P

(zi)igl — (zl (mod h))i;l

where z; (mod h) is the remainder of z; when divided by h in Zq4[X].

We can gather these hash functions into a family of hash functions which
satisfies the e-universality as follows.

Theorem 3. Let N, D,dy be positive integers and q = p© for a prime p. On
D = {(2:)2," € Zy[X]P : degx(z) < N}, the family of functions H = {Hj, :
h € Z4[X] is monic, degree-dy, and irreducible (in Zy[x])} is homomorphic and
e-universal for e = ;fl .

In other words, for all z,2' € D such that z # 2/,

Pr[H(z) = H(2'): H & H] < %.

Proof. The homomorphic property of hash functions Hj € H follows from that
of the modulo reduction by h € Z,[X]. For the probability of a collision, let
A € Z4[X] be a non zero element among the components of z — z’. Then, A is
a non zero polynomial of degree at most N, and Hj(z) = Hp(z') implies that
A has h € Z4[X] as a factor, which is equivalent to that A has h as a factor in
Z,[X] (after modulo reduction by p).® Therefore,

Pr[H(z) = H(2') : H & H] < Pr[h divides A in Z,[X] : h & A(dy, p)]
N 1 ON

= dn " I(dy,p)  — phr’
where A(n,p) (and I(n,p)) denote the set (resp., the number) of monic irre-
ducible polynomials of degree n in Z,[X]; the second inequality follows from the
fact that, in Z,[X], a degree-N polynomial can have at most N/d irreducible
factors of degree d; the third inequality follows from the lower bound of I(n,p)
in the following lemma. O

8 More precisely, the argument follows if A is not zero when reduced modulo p.
Otherwise, A = p"§ for some k < e and a polynomial § which is not zero when
reduced modulo p, and & has h as a factor in Z,[X]: h|A gives that, by division,
§(X) = h(X)Q(X) + p**r(X) in Z,[X] and h is a factor of § in Z,[X].
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Lemma 4. Let p1 be the Mébius function,? p be a prime number, and n > 1 be
an integer. Let I(n,p) be the number of monic irreducible polynomials in Z,[X]

of degree n. Then,
1 n
Itnp) =~ > (5) "
(n,p) P rig)p

It also holds for all n that I(n,p) > %(p” —2pl3]) and I(n,p) > ’2’7 Moreover,
if n is also a prime number, then I(n,p) = %(p” —p). Finally, asymptotically

we have I(n,p) ~ &,

Proof. (sketch) We refer to [VZGG13, Lemma 14.38] for details. Let A(d,p)
denote the set of monic irreducible polynomials of degree d in Z,. Then, from the
fact that X?" — X = Hd|n H¢€A(d’p) ¢, computing the degree of that product
and using the Mobius inversion formula, we get the equation on I(n,p). If n
is prime, then this formula has only two summands, namely for d = 1, and
d = n. From the definition of y, we get I(n,p) = L(p" — p). The bounds
Lpn > I(n,p) > 2(p™ — 2pl2)) are not difficult to prove for all n. This implies

the asymptotic statement. For p™ > 16, the lower bound above directly implies
I(n,p) > &-. For n = 1 clearly I(1,p) = p > . Finally for the remaining cases

p" =4,8,9) 1t can be checked that n,p>lasoos. O
" =4,8,9) i be checked that I P_ also hold

= 2n

Remark 4 (Setting ). We can set € of the homomorphic hash family negligibly
small, e.g., dy = Alog,, 2 gives that ¢ ~ 2% In case of our instantiation with BV,
the degree N of polynomials in D is bounded by (dy — 1)(D — 1), and ¢ can be

bounded by 2(@—1;7)71(1)—1).

Remark 5 (Sampling h). For an efficient instantiation of above homomorphic
hash functions, one has to efficiently sample (uniformly randomly) an A from the
set A(n,p) of monic irreducible polynomials in Z,[X] of degree n. We explain
how to do so in Sect. 4.3.3.

4.3.2 Homomorphic Hash Function - II. Double Hash

Recall that ciphertext additions and multiplications of BV scheme (Sect. 4.1)
respectively correspond to the additions and multiplications of polynomials in
R,[Y] and that, in our generic VC scheme (Sect. 3.2), those ciphertext operations
are carried on (Zq[X])[Y] (polynomials in Y having coefficients from Z,[X]) by
postponing the modulo f operation. Then, we can define a homomorphic hash
with much smaller range Z,[X]/(h), instead of (Z,[X]/(h))P in the previous
section.

Definition 6 (Double Hash Function). Let N and D be positive integers,
and let D = {z € Zy[X][Y] : degx(z) < N and degy(z) < D}. For a monic

% For n € Z™, the function is defined as follows: if n is square-free with k prime factors,
pu(n) = (=1)*; if n =1, u(n) = 1; otherwise, u(n) = 0.
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polynomial h € Z4[X] and an element r € Z4[X]/(h), the hash function H, j on
D is defined as follows.

H.p:D CDqu[X} Y] — (Zq[)g]/l(h))[Y] — ZQLX]I/(h),
Yo wY' o I EY e Y A

where Z; := z; (mod h) is the remainder of z; when divided by h in Zy[X].

Note that H,  is indeed the composition of Hj, (Definition 5) and an eval-
uation map (2(Y) — z(r)) on (Z,[X])[Y]. Similarly as the case of single hash
functions (Sect. 4.3.1), we can gather this hash functions into a family of hash
functions which satisfies the e-universality as follows.

Theorem 4. Let N, D,dy be positive integers and q = p® for a prime p. On
D = {z € Zg[X][Y] : degx(z) < N and degy (z) < D}, the family of functions
H = {H,» : h € Z4X] is monic, degree-dy;, and irreducible (in Zp[z]), and
r € Zy[X]/(h) is from the mazimal sampling set (Definition 4) of Z,[X]/(h)} is
homomorphic and e-universal for e = QN;Q%.

In other words, for all z,z’ € D such that z # 2/,

2N+D -1

Pr{H(z) = H(z') - H & H] < =

Proof. As we noted, H,j, is the composition of Hj, (Definition 5) and an eval-
uation map (2(Y) — 2(r)) on R([Y] where R} := Z,[X]/(h). Therefore, the
homomorphic property of H, , € H follows from that of the Hj; (Theorem 3)
and that of the evaluation map (2(Y) € R;[Y] — z(r) € R;). For the probability
of a collision, let A := z — 2’ € Z4[X][Y]. Then, A is a non zero polynomial of
degree at most N in X and of degree less than D in Y. In the following, let
A = A(dy,p) be the set of monic irreducible polynomials of degree n in Z,[X],
and let B be the maximal sampling set (Definition 4) of R;. Then,

Pr[H(z) = H(Z): HE H) < Pr [Hy(4) =0 € R,[Y]
+ Py [H(A)(r) = 0|H(A) £ 0 € Ry[Y]
_2N D-1

< i
where the second inequality follows from Theorem 3 and Lemma 3: on the right
side, the first summand is the result of Theorem 3 while the second summand
follows from the fact that the degree of Hj,(A) in Y is less than D and that the
size of the maximal sampling set B of R’q is p¥ since R; is a Galois ring (see

examples following Lemma 3). O

We can also set ¢ of the double hash family negligibly small: in our instan-
tiation with BV, since the degree N of polynomials in D is bounded by
(dy — 1)(D - 1),

(d—1)(D-1)+D-1

<2
€ e

(1)
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Remark 6 (Comparison to Single Hash). Utilizing double hashes instead of single
hashes gives better efficiency. With double hash, each addition (resp. multiplica-
tion) gate on the ciphertext space (Z,[X])” = Z,[X][Y] maps to each addition
(resp. multiplication) gate of R = Z4[X]/(h) while the single hash maps each
of them to at most D addltlons (resp D? multiplications and D additions) of
Ry, See Sect. 4.4.2 for detailed analysis.

Remark 7 (Sampling ’l"). Recall that the Galois ring Z4[X]/(h) can be identified
as a set {z:fholaZ ca; € {0,1,2,...,q — 1}} where dj is the degree of h.
Therefore, sampling (uniformly randomly) r from the maximal sampling set
(Definition 4) of Z,[X]/(h) is simple, since the set can be identified as a set

(S X a; €{0,1,2,...,p—1}} CZ,[X]/(h).

4.3.3 Efficient, Public-Coin Sampling of h

We now turn our attention to an efficient sampling method of a monic irreducible
polynomial h of degree dj, in Z,[X] for our hash functions (Sect. 4.3). We first
recall a method that is based on a textbook algorithm [Ben81,VZGG13]. It sam-
ples an irreducible polynomial by repeatedly sampling a random monic polyno-
mial, and then checking if it is irreducible by verifying whether it is coprime with
XP' — X for every i < d, /2. In our version, we slightly change this algorithm
to make explicit the number of public random coins needed to make it fail with
negligible probability.

Theorem 5 (Ben-Or’s Generation of Irreducible Polynomials [Ben81]).
There exists an algorithm that, on input 2dy(dp — 1)\ random elements of Z,,
returns a uniformly sampled monic irreducible polynomial of degree dy, in Z,[X],
takes expected number of O(d% log p) operations in Z, (O hides logarithmic fac-
tors in dy,), and fails with probability < 27.

In the full version we include a description of the algorithm and the proof.

A drawback of the above algorithm is its rejection sampling nature, which in
a public coin instantiation (especially when applying the Fiat-Shamir heuristic to
our protocol) forces us to sample a significant number of random coins (2dy, (dj, —
1)A Zy-elements) to make the probability of failure negligible.

To avoid this, we propose an alternative sampling method that achieves a
similar complexity and uses much less random coins, 2dj Z,-elements. It is based
on the following observation: Let F,q, := Z,[X]/(¢) be a finite field. Then,
it suffices to sample an element of F,4, which is not contained in any of the
subfields IF» with k|dj,, since the minimal polynomial of such element is monic,
irreducible, and of degree dj, in Z,[X]. It turns out that given a generator o of
the multiplicative group F:dh, these sampleable elements are exactly o/ where

Jj= tho azpi and (a’Ovalv e 7adh71) ¢ Uk\dh,k;édh Badg, where!0
Bady, = {(¢%/*) EZgh :7€{0,...,p—1}*}.

10 7% denotes ¢ concatenations of 7.
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Theorem 6 (Sampling Irreducible Polynomials). The following algorithm,
on input 2d;, random elements of Zy, returns a uniformly sampled monic irre-
ducible polynomial of degree dj, in Zy[X], takes O(dnpM (dy)logp) operations in
Zy, where M(dy) denotes the complexity of multiplying polynomials of degree dj,
in Z,[X], and fails with probability < 4p~(n—1) ~ 272,

[Algorithm]

— Input: A prime p and a degree d}, € Z~g.
— Random coins: p( ) ,pgllh)fl, p((J2), . ,pfill € Zp.
— Output: A monic 1rreducible polynomial of degree dj, in Z,[X].
— Setup:
e Fix a finite field F,q, = Z,[X]/(¢) with an irreducible polynomial ¢ €
Zy[X] of degree dj,.
o Let a b¢ a generator of the multiplicative group F:dh, compute and store
a;=aP foric{l,....d, —1}.
— Procedure:
(1) dp—1 P1(
1. If (pg 7...,pdh_l) ¢ Ukjap kza, Bade, set 3 =[[" o, goto 4.

. 2 dp i
Elself(p(()),...,pdhfl)¢Uk|dhk¢dh8adk,setﬁ Hz’o ol go to 4.

Else, return fail.
Find the minimal polynomial h of 3, using the algorithm in [Sho99].
Return h

GU o

See the full version of the paper for a proof of this result.

Remark 8. Using Fast Fourier Transform algorithms or the Schonhage-Strassen
algorithm we can set M(d,) = O(dp) and the complexity above becomes
O(d? log p) (where O hides logarithmic factors in dp,).

Remark 9. If dj, is prime, we only need the coins pgl) as step 1 succeeds with

overwhelming probability since | Uk‘d}“k#dh Bady| = [Bad;| = p < po»

4.4 Efficiency Analysis

In this section, we analyze the efficiency of the generic VC scheme (Sect. 3.2)
instantiated with the concrete building blocks described so far. As before, let
Ry = Z[X]/(f), let g : (R:)™ — R; denote the (delegated) computation of
degree less than D over the plaintext space R;, and P computes (then proves)
the function g : (RP)" — Z4[X]P (not RD) that describes SHE.Evale (g, -)
without reduction modulo f.

4.4.1 Combining Instantiations
The aggregation of building blocks can be summarized as follows:

SHE - BVscheme: In the setup, take a polynomial f of (large enough) degree
d; and a ciphertext modulus ¢ satisfying 2* security and correctness of com-
putation of any multivariate polynomial of degree < D for plaintext modulus
t, which sets the ciphertext space RY = (Zq[X]/(f))”. See more details in
the full version.
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Homomorphic Hash: Note that the ciphertext space R{ZD can be identified as
(a subset of) Z,[X]P or Z,[X][Y].}} We can use our single hash or double
hash, whose domain and range are as follows.

* Single: {(2) 25" € Zy[X]P : degx (2:) < N} — (Z,[X]/(h))P

* Double: {z € Z4X][Y] : degx(z) < N and degy(z) < D} —

Z,1X]/(h)
In both cases, N = (dy — 1)(D — 1) as noted before (in Remark following
Theorem 3, 4). Note, in the range of both hash functions, that Z,[X]/(h) is
a Galois ring.

Argument System - GKR protocol over Z,[X]/(h): Since the image of
computations under the hash functions are in the ring Z,[X]/(h) which is a
Galois ring, we can use the GKR protocol to prove and verify such compu-
tations.

Security: We remark that the polynomial h € Z,[X] (where ¢ = p°®) should be
chosen of degree log, A to guarantee ~ 2% universality (and =~ 2% soundness)
in the hash functions (resp. in the GKR protocol), from which our scheme
gets ~ 2% soundness (see Theorem 1, 2, 3, 4).

4.4.2 Complexity of the Instantiation

As expected from the complexity analysis (Lemma 1) in Sect. 3.2, the efficiency
of the instantiation mainly depends on the range space (ring) of hash functions
and the costs of the argument system on that space.

Theorem 7. In the instantiation of our VC scheme with soundness 2~* and the
BV scheme having R, := Z4[X]/(f) as a ciphertext ring, assume that a verifier
delegates a function g : R} — Ry of degree less than D, which is described by an
arithmetic circuit C over Ry of size S and depth d. Then, the required complezity
(Tp, Ty, Cc)'? measured by the number of operations (or elements) of Z, is as
follows.

(i) with Single hash:
(O((n+ D*)dy + AD?S), O((n+ D*)ds + Mdlog (D*S)), O(D*ds + Adlog (D*S)))
(i) with Double hash:
(O((n+ D*ds +\S), O((n+ D*)ds + AdlogS), O(D?ds + Adlog S))

where dy is the degree of f € Zq[X] and O hides the logarithmic factors. In Tp,
we assume that the prover P already has the result of computation § : (R(’?)” —

Z4[X]P over the cipherteats.

11 For this, we skip the modulo reduction by f at the (delegated) computation.
2 Fach signifies the time complexity of P, that of V, and the communication cost.
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Proof. (sketch) It follows from the fact that the homomorphic image of computa-
tion g : (RY)™ — Z4[X]P under the single or double hash function, respectively,
is composed of O(D?2S) operations or O(S) operations over Z,[X]/(h) (with
degh = O())), respectively. The output g(ci,...,c,) € Zg[X]P C Z[X][Y] is
a polynomial of degree O(D) in Y and of O(Ddy) in X, hence is composed of
O(D?dy) elements of Z,, and the cost of evaluating hash function (on n input
and 1 output) is O((n 4+ D?)dy). See full version for the full proof. |

Note that computing § : (RY)™ — Z4[X]” over ciphertexts costs £2(dyD?S)
operations over Zg, and is roughly xD costly than the original ciphertext com-
putation SHE.Evale(g,-) : (RY)" — RP (with mod f) which costs £2(dyDS).
However, this gap is not significant given that the degree D of computation is
not large.

Remark 10 (Ciphertext Computation wvs Proof Generation). Since dy =
2(v/Aog q) for the security of BV scheme (from the hardness of LWE), double
hash makes the proof generation cost Tp = O((n + D?)ds 4+ AS) asymptoti-
cally negligible to the cost of computing § (while single hash does not). In other
words, with our scheme, there is no significant additional overhead for P to prove
the correctness of its computation, as will be also demonstrated with concrete
example parameters in the following section.

Table 2. Example parameters for our VC scheme: Agy and A5 respectively denote the
bit security of BV scheme and our VC scheme.

Circuit BV scheme GKR and Hash | Security

g n |d | D |logt|logq|logdy |dn ABV | As

Inn Prod. |28 | 2| 3| 8 | 54 |11 136 128.4
Inn Prod. (2% | 2| 3]/16 | 73 |12 136 >128 128.4
Inn Prod. |2'°] 2| 3|16 73 |12 136 128.2
Poly Eval. | 210] 2| 4| 2 62 |11 136 117.5]128.1
Poly Eval. |20 4| 6| 2 |110 |12 137 128.8
Poly Eval. [2'°| 4| 6|16 |187 |13 137 >128|128.7
Poly Eval. | 2216 |18 |16 |685 |15 138 128.6

4.4.3 Concrete Parameters and Examples

To demonstrate the efficiency of our VC, we give some explicit parameters for
the example computation. For R, := Z[X]/(f), assume that a verifier delegates
a (multivariate) polynomial g : R} — R; of (total) degree D. We let g be one of
the two examples given below:

e Inner Product of two input vectors of dimension n over Ry, i.e.,

g: R} x R} — R
(((11,(12,...,an),(bl,bz,...,bn)) (g Z?:l aibi.
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e (Degree-dg) Polynomial Evaluation on n parallel input points of Ry, i.e.,

g: R} x Rirt! — R
((a1,az2, ... an), (Fo, F1,...,Fap)) + (X0, Fial, 0% Fiab, ..., >0 Fal).

We refer to the full version for the detailed description of above computations
and the derivation of parameters.

In Table 2, we present several parameters for our VC scheme with double
hash for those computations varying n, the depth d (equivalent to the degree of
the input polynomial in the second example) of the circuit g : R — Ry, and the
plaintext modulus ¢.

Efficiency Improvement. With Table 2, we can give more concrete analysis
on the efficiency of our VC scheme. In a naive approach without our hashing, the
prover should generate a proof on the computation over R, = Z,[X]/(f) where
the degree dy of f is 2!1-2' in above examples. In contrast, in our scheme with
hashing, the proof is generated on the computation over Z,[X]/(h) where the
degree dj, of h is only 136-139 (= As as expected). Therefore, we can expect
roughly XZ—Z ~ x15-235 improvement in the cost of proof generation and the
size of proof. It also implies that the cost of proof generation is not significant
compared to the ciphertext computation, since the former is done over the ring
Z4[X]/(h) which is much smaller than the ring Z,[X]/(f) of ciphertext.

We remark that the size of d;, does not increase seriously though the tar-
get computation g has more inputs and depth, and aforementioned efficiency
improvement also appears in other computation. In addition, the improvement
can be more drastic if the ciphertext modulus ¢ is a power of prime bigger than
2: if ¢ = p° for a prime p, we can take dj = liz‘(; in our examples, resulting in
additional x logp improvement.

5 Context-Hiding VC for Nondeterministic Computations

In this section, we generalize the notion of private VC to support nondetermin-
istic computations and public verifiability with context-hiding. Next, we show
how to extend our construction of Sect. 3 to achieve these properties.

In brief, supporting nondeterministic computations means to consider func-
tions of the form g(z,w) in which the untrusted worker receives an encoding o,
of the input  (which may hide ), holds an additional input w and can produce
an encoding o, that, if computed honestly, is supposed to decode to g(x, w). This
is useful to handle more complex computations, such as ones that use random
coins, non-arithmetic operations (e.g., bit-decompositions) or (secret) computa-
tion parameters. For instance, with this we can prove correct re-randomization of
ciphertexts, or to evaluate polynomials with coefficients provided by the server.

For security, we require a notion similar to the soundness of proof systems,
namely that a dishonest prover holding o, cannot produce an output o, which
decodes to a value y for which there exists no w such that y = g(z, w).

On the other hand, context-hiding—introduced in [FNP20] for deterministic
computations g(x) only—is a property that guarantees that the verifier does not
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learn any information about (z,w) beyond what can be inferred from y. Finally,
public verifiability allows the computation to be verifiable by anyone (possibly
a party different from the one who provided the input).

In the next section we introduce our definitions of context-hiding VC for
nondeterministic computations, and then in the following section we sketch a
construction of this primitive (fully detailed in the full version).

5.1 Definition of VC for Nondeterministic Computation and
Context-Hiding

We extend the notion of verifiable computation from Sect. 2.1 to support non-
deterministic computations and context-hiding, as informally explained above.

Formally, a VC scheme for non-deterministic computations is a tuple of algo-
rithms as defined in Sect. 2.1 with the following differences.

Computep K, (04, w) — o, Using the public keys, the encoded input o, and an
additional input w, the server computes an encoded version of the function’s
output y = g(z,w).

The notion of correctness considers the additional input w:

Correctness. For any function g and input =z and w,

(PK,SK) « Setup(1*)

Verifypg, (Te,0y) =1 (PKgy,SKy) < KeyGenpr(g)

A Decodesk sk, (0y) = g(z, w) (04, Tz) < ProbGenpg ()
oy < Computepy (04, w)

=1.

Privacy and Security. The notion of privacy is the same as in the Definition
1. For security, we instead consider the following experiment where OkeyGen(9)
is an oracle that calls KeyGenp ¢ (g9) and returns PK, as in Sect. 2.1 (the
difference lies in the final if condition).

Experiment Expxe”f Ve, A
(PK,SK) « Setup(1*);
(z, st) « A9kecen)(PK);
(04, Tz) < ProbGenpg(x);
(9,6y) «— A%kecal) (st 0y, 7,);
acc — Verify pp (7o, 6y);
if acc =1 and iﬁ?w : Decodesk sk, (6y) = g(x,w) output 1;
else output 0;

Context-Hiding. Note that, in the definition of a publicly verifiable VC scheme,
anyone with PK, and 7, can run Verify on o, to verify the correctness of the
computation. A party who has the secret keys SK,, SK can additionally get
the computation result y encoded in o.
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In some applications, however, one may want to be assured that o, reveals
nothing beyond y. In particular, it should not leak information about the inputs
(z,w). We formalize this property in the following context-hiding notion. More
specifically, we are interested in modeling two cases:

(a) no information about (x,w) should be leaked to a party that has 7, (for
verification) and SK, SK, (for decoding of o) together with o;

(b) no information about w should be leaked to a party that, in addition to the
information above (i.e., SK, SK,, ;) has o,.

To motivate the properties above, consider an application where Alice stores
encrypted confidential data = on a server P and allows a user Bob to get the
results of a classification algorithm (computed by P with its own secret parame-
ters w) on her data. In this case, one can be interested that no information about
Alice’s data = and the server’s parameters w are leaked to Bob from the encoding
oy when he decodes the result, e.g., in the case of lattice-based encryption, the
noise revealed during the decryption of ciphertexts exposes such information.
Furthermore, there can be use cases where Alice and Bob are the same entity,
in which case we want to keep w hidden even to the party that knows z and its
encoding o,.

Definition 7 (Context Hiding). A VC scheme is context-hiding if there exist
stmulator algorithms Sr, 51,52, 53,4, 53, such that:

1. the keys (PK,SK) and (PK*,SK*) are statistically indistinguishable, where
(PK,SK) « Setup(1*) and (PK*,SK* td) « S (1*);
2. for any g the keys (PK,, SK,) and (PK;,SK}) are statistically indistinguish-
able, where (PK,, SK,) «— KeyGenpy sk (9) and (PK;, SK;, tdy) < Sa(td, g);
3. for any simulated keys (PK* SK* td)«—Si(1%), (PK}, SK} td,)—
Sa(td, g), any function g, any inputs (x,w), and any honestly generated
input/output encodings (04, 7;) < ProbGenpg (), oy < Computepy (04, w),
the following distributions are negligibly close: '
(a) (PK*,SK*, PK*,SK?,7,,0,) ~ (PK*, SK*, PK}, SK?, %, 0%
where Ty « S;(td) and o}« S3 4 (tdy, 75, g(z,w));

(b) (PK*’SK*7PK;7SK550'3?773570'2J) ~ (PK*7SK*aPK;7SK;7O-JC77$)O';)
where oy« S3 p(tdy, Tz, g(x, w)).

In the following lemma we show that property (3.a) of Definition 7 can be
reduced to a simpler requirement essentially saying that 7, statistically hides x.

Lemma 5. Let VC be a VC scheme for which there exist simulator algo-
rithms Sy, S2,S3p such that properties 1,2,3.b of Definition 7 hold. Fur-
thermore, assume there exists a simulator algorithm S; such that, for any
(PK*,SK*,td) « S1(1%), for any input x and (o,,7,)« ProbGenpx(z), we
have S;(td) = 7,,. Then VC satisfies Definition 7.
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Proof. We prove the lemma by constructing the simulator S5 , from Ss 3 and S,
as follows. Let S3 ,(td, 75, y) be the algorithm that simply outputs S ,(td, 72, y).
To see that property (3.a) of Definition 7 is satisfied: first, observe that property
3.b holds even when removing o, from the view; second, we can create an hybrid
view in which we replace 7,, with a simulated one 7} < S, (¢d). By the simulation
property of S, this view is negligibly close to the previous one (i.e., that of
property (3.b) without ¢,.). Also, the latter view is identical to that in the right-
hand side of property (3.a). O

Note that, as introduced in [FNP20], context-hiding is a meaningful property
even in the case of deterministic computations, i.e., for empty w, where it assures
that the values 7, and o, do not reveal additional information on the input .

5.2 Overview of Our Construction

We give an informal description of our VC construction that supports non-
deterministic computations and context-hiding. For space restrictions, a detailed
description of the scheme and the necessary building blocks are in the full version.

Let g : R} x R® — R, denote the nondeterministic computation to be
delegated, and let € R} and w € R} be the inputs of the client C and the prover
P respectively. Also, assume that P receives an encryption ¢, = SHE.Encp ().

In order to compute an encryption of g(x,w), P can first encode w in a
ciphertext cy,"> and then perform the corresponding encrypted computation
g: (RPY < (RPY™ — 7Z,4[X]P (without reduction modulo f)'* to obtain ¢, =
G(cz, cw). Note that checking the validity of such ¢, means to check that

Jew € 2: ¢y = §(czy Cw)

where (2 is a (sub)set of valid ciphertexts.

Computing ¢, in this way would not be enough for context-hiding, as ¢, (in
particular its “noise”) may contain information on (z,w). To solve this issue, we
exploit the noise flooding technique: P adds to the result §(c,, ¢,y ) an encryption
¢p of 0 with large noise that statistically hides the noise in §(cy, ¢y). If we let
£29 C {SHE.Encpi(0)} be a subset of encryptions of 0 with the appropriate noise
level, then checking the validity of such computation means to check that

Jew € £2,¢0 € 2 : ¢y = §(Czy ) + €0

For the sake of achieving context-hiding, the above statement must be ver-
ifiable without knowing c,, as context-hiding asks for hiding = even against a
party who has the decryption key SK and may thus figure out z from ¢,. For
this reason, we follow an approach similar to [FNP20]: the client creates a com-
mitment com, to ¢, and gives to the verifier 7, = com,, while the prover proves
that it knows (cg, ¢y, co) such that com, opens to ¢, ¢, € £2,¢9 € {2y and
¢y = §(cq, cw) + co.

13 This operation can be deterministic, e.g., embedding w in the ciphertext space.
1 Recall that R, := Zq[X]/(f) and §(cs,cw) mod f = FHE.Evalyk (g, (cz, Cw))-
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Next, to avoid that the cost of generating the proof above depends on
O(lg| - dy) we adapt the homomorphic hashing technique to this context. In
our (interactive) protocol, the prover sends to the verifier the result ¢, (as in
Sect. 3) as well as commitments (com,,,comg) to (¢, co) and proves knowledge
of their opening; next the verifier picks a homomorphic hash function H; finally,
the prover creates a proof that the openings (cg, ¢y, o) of (com,,com,,, comp)
are such that:

H(cy) = §(H(cz), H(cw)) + H(co) New € 2N € £29

Starting from this idea, we enhance it in two ways.

First, by using the commit-and-prove paradigm we split further the statement
above into two statements linked by the same commitment. Namely, we let the
prover commit to (v, = H(¢z), Y = H(cw),v0 = H(cp)) in (com?,, com!,, com{)
and then prove the following two relations w.r.t. such commitment:

R vz = H(ey) ANy = H(ew) Ayo = H(co) ANew € 2 Neg € (2
Ry : H(cy) = §(Vas Yw) + 70

With this splitting we can use two separate proof systems: one for R4 which is
the computation g(-) (over the small ring D), and one for Ry which is about
correct hashing and the suitability of the committed ciphertexts ¢, co.

Second, by exploiting the structure of the BV HE scheme, we discuss how
to encode the checks ¢, € 2 A ¢y € {2y in an efficient manner. For ¢y € (2, we
assume that in the (trusted) key generation one generates a vector of ciphertexts
&o = (wo,4)7_, such that each of them is an encryption of 0. Then, ¢y can be
generated as (f,@) where § € {0,1}* is a random binary vector. This way
proving ¢ € £2y boils down to proving that 33 € {0,1}* : ¢ = (3, D).

For ¢, € §2, we prove the embedding of the plaintext in the ciphertext space.
Namely, parsing ¢,, as the vector of coefficients (cy 1, .-, Cw (D+1).d;), We need
to prove that ¢, ; € (—t/2,t/2] NZ, for i =1 to dy, and ¢,,; = 0 for all ¢ > dy.

The solution sketched above needs two commit-and-prove arguments, one for
R and one for Ry. We also present a variant VC construction in which the rela-
tion R4 can be proven using a non-zero-knowledge verifiable computation such as
GKR. In this case, we reveal the values (v, = H(cz),Yw = H(cw),v0 = H(cp))
to the verifiers, yet we show how this can preserve context-hiding. Roughly, we
prove that when c is a fresh ciphertext (and thus has enough entropy), its hash
H(c) does not reveal any information about it. To use this assumption we mod-
ify the VC construction so that ¢, is freshly encrypted (instead of embedding a
plaintext in a deterministic way), whereas for ¢, we show that it can be hashed
a bounded number of times without loosing information on it. This assump-
tion can also be removed if the prover re-randomizes ¢, and proves its correct
re-randomization in Ry.
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